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1 Introduction
The Activity 5 of the Motia project is devoted to the “Metric definition”. That is to the introduction
of suitable mathematical functions to measure the level of interdependence.
This report is organized as follows:
Chapter 1 embeds the problem of metric definition in the general concepts of ICT needs.
Chapter 2 introduces some general definitions and a basic taxonomy.
Chapter 3 provides the basis of graph theory and topological analysis.
Chapter 4 introduces metrics for dependence at pure topological level.
Chapter 5 Deals with the problem of metric introduction at application level. It Reviews some
existing metrics and techniques to discovery them.
Chapter 6 Provides some examples of metrics for different test cases.
Chapter 7 ?

1.1 General concepts
In the present report the focus will be devoted to the communications, but the ICT cover also data
elaboration. Similar consideration apply to the elaboration, but they do not relate to the problem of
interdependence analysis.
Several human activities in the modern countries require communication. Basic service providers
such as energy (electric energy, gas and fuel) and water supply, massively employ the net to
different purposes: governing their organization; administrating the network required to collect and
distribute their good. Similar consideration apply to the food chains. Vendors need to communicate
to the customers in many forms: advertising their goods; possibly selling them by e-commerce;
providing warranties etc. Several enterprises base their business (or part of it) on the
communication means. All the former activities rely on the Information Communication
Technology (ICT). Moreover cultural, informational or even entertainment activities live on the
ICT. Understanding and measuring dependence of the former human activities on the different
agents involved in the ICT sector is the main purpose of Motia project and the subject of present
report.
Regardless of the purposes for which the communication means is employed, the involved
exchanged information should fulfill some basic requirements from different perspectives:
–

Effective Data Transmission: data should actually move from source to destination.

–

Data integrity: the received and sent data should coincide.

–
Data confidentiality (when required): only sender, receiver and possibly other authorized
entities should access the data.
–
Data Transmission or Processing Time: a “reasonable” (depending of the activity involved)
delivering time should be respected.
–

Data Transmission or Processing costs: the cost should be kept at the lower level providing
the previous constrains.

Each of the previous perspective may be given performance indices to measure the Quality of
Service (QoS).
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Depending on the involved activity, possibly all the previously stated objectives may take part in the
definition of a QoS of the ICT infrastructure. In general the analysis will refer to the ICT system
regardless if it proprietary of provided by an ISP.
The first point (Effectiveness of data transmission) will be widely discussed (at pure topological
level) by means of the reachability concept introduced in 3.1. Apart from a robust backbone, the
carriers must provide reliable last mile connectivity to their customers. Providing last mile
redundant connectivity would drastically increase the costs and it is not realistic nowadays.
Nevertheless there are special (private of public) customers that prefer to stand the cost of a
redundant access due to the vitality of their scopes. To provide such a redundant access implies a
very expensive physical laying of cables (or even pipes) following totally independent physical
paths: a second cable laying inside the same pipes would not fulfill the purposes, in fact an accident
or a deliberate attack to just one physical pipe will destroy both connections at once.
Data integrity is usually enforced through the various checks at data link level and by adopting the
TCP-IP protocol at the IP level. Integrity may also be checked by humans by means of the
“checksum” or by other signatures. Integrity may also be compromised by deliberate attacks to the
different processes. Defense against intrusion or other forms of data manipulation constitute a very
complex activity that involves defense of the physical cables (or other connections) and hardware
devices and cyber defense. The data integrity is the most subtle requirement; loss of data very often
results into an awareness of it, while wrong of manipulated data may produce uncontrolled or
deliberate devastating effects.
Confidentiality may be enforced at both hardware and software level. In some case, notably the
governance of the Electric System by the Red Eléctrica de España (the spanish TSO - Transmission
System Operator), the confidentiality is also ensured by the physical control of the communication
infrastructure that is exclusively allocated to the purpose. However in the majority of cases the
services deployed on the network are built up by buying connectivity from the carriers in terms of
exclusive allocation of physical resources or assigned sustained bandwidth. In several cases, to
increase confidentiality, the communications are performed employing cryptography; typical
encrypted protocols are the secure shell (SSH) and the Transmission Layer Security (TLS) that are
commonly employed to improve security. This typically leads to Virtual Private Networks (VPN).
Once the secure connections are established, the manipulation of data can only be achieved by
means of very powerful computer platforms and devoting a long time to decrypt the messages.
Nevertheless secure connections can be easily bypassed at the authentication phase when the two
computer exchange their public keys. At that stage a “Man in the Middle” (or also a Process in the
Middle) may provide wrong keys and filtering all message to any purpose: delaying, transcripting,
or even manipulating data.
The time for service accomplishment is strictly related to the cost-benefit analysis. The higher the
performance (high bandwidth capacity and low latencies) of the allocated devices the quicker and
the more reliable the service. The optimization is usually performed by the carriers, while the end
users just buy connectivity on the marked at the lowest price. This habit usually leads to user
unawareness or underestimate of security issues. Generally speaking, depending on the vitality of
their business, users and providers sign provision contract with detailed specific Service Level
Agreements (SLA) including possible connection redundancy, sustained bandwidths and costs.
A discussion on the end users awareness of security issues and its consequence on the SLA and
Operational Level Agreement (OLA) is reported in the deliverable of activity VI of the MOTIA
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project. Depending on the history, on the governance and on the possible legal liabilities, in our
experience, the different end users exhibit very different receptiveness to the problem. The
dependence analysis may play a crucial role in this respect, as the ISP legal liability may hidden
indirect dependence on other ISP's or carriers. Moreover due to internal organization of large
companies, where Administration is frequently separate from Security Department, critical
dependencies are often lost in the labyrinth of bureaucracy.
In the following several definitions of metrics will be introduced and framed in a general
methodology. A Mathematical definition of the commonly employed terms is necessary and will be
introduced in the next section. The adopted definitions result from a compromise between their
common understanding, the coherence of the definitions and the coverage of the general ideas.
When possible, preference have been given to the commonest definitions. We just remind here that a
metric is a means to measure the strength of dependency.
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2 General Definitions
Infrastructure is a very recurrent term employed to refer to a set of physical, logical and
possibly human components devised to provide a service. ICT infrastructures are the complex
artificial systems devoted to elaborate, store and exchange information.
One may classify the different components of an ICT infrastructure as human and physical,
according to the nature of involved entities. When an operator or a decision maker action is
performed, one refers to “human component”; whereas when a physical device is involved one
refers to “physical component”. The latter in the cyber terminology are usually classified as
“hardware” and “software” components; therefore an ICT infrastructure can be said to consist of
hardware, software and humanware. Depending on the abstraction modeling of the infrastructure,
the logical components may be (and usually are) hybrids, that is they consist of a mix of humans,
hardware and software. It is evident that the classification tends to smooth as humanware may be
replaced by automated devices (as artificial intelligence makes progresses) and physical
components may be implemented by people (for instance in the non electronic mail delivering).
As a typical example one may refer to a main-frame: a powerful computational platform
serving several users. The users access the system through the physical connection (console or
network interface) and according to communication protocols and the operative system. Therefore,
normal functioning is ensured also without human continuous intervention. Nevertheless, the
human activity is necessary for several purposes: for defining and balancing the resource allocation
(the queuing system and the classes for the runnable jobs); for periodic and extraordinary
maintenance and to take measures in case of any unforeseen events: intrusions, energy outage, fire
hazards etc. The component “mainframe” is evidently a hybrid one. In practice all the macroscopic
components in the ICT infrastructures are hybrids, while when analysing the system at higher detail
(granularity) pure components may arise.
With the growing complexity of computing systems and networks, the trend is to reduce the
human intervention in management operations. Such systems are commonly known as autonomic.
An autonomic system makes decisions on its own, using high-level policies; it will constantly check
and optimize its status and automatically adapt itself to changing conditions.
To further provide usable definitions we will refer to an infrastructure as a set of components C
and its structural organization S:
def

I =(C , S )

(1)

It is worth stressing that the former definition is not generally accepted as many authors refer to
the infrastructure as the mere set of physical means and humans regardless of its organization.
Dependence is a wide term indicating the need of an entity (an infrastructure, a component or a
more complex system) of some other entity to perform its functioning. The former general
definition may be implemented in many different respects.
During last decades a lot of definitions have been introduced to measure different characteristics
of the mutual relation among different systems or components. Those definitions mostly relate to
the risk analysis theory and to “dependability” [cite Brian Randell].
In the following the term activity will refer to a set of results to be achieved to fulfill a purpose.
A service will be a set of homogeneous potential activities, in our case deployed on an ICT
infrastructure. In the present context the term dependence will be mainly inflected according to the
following senses:
Dependence of an activity on a service; dependence of a service on an other service; dependence
of a service on an infrastructure or a component; dependence of a service on an enterprise (or other
or a human organization). Through the dependencies of the basic actions, one may also introduce
the dependence of an enterprise on an other enterprise (such as an asset owner), or a service, or an
infrastructure o a component.
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As above defined, an infrastructure consists of a set of components and the simplest question to
ask is what happens if one or more components are lost or damaged. To define the status of each
component, in many case it is sufficient to mark it as “operable” or “inoperable”, that is to provide
a binary (dichotomous or boolean) variable. A more accurate description of the components status
may require to provide different discrete values of even continuous variable values. As a typical
example, to describe a buffer of memory one may state whether it is saturated or not; but a better
description is given by the percentage of use. In other words when perturbing the system one may
also continuously change state variables, rather than completely disable a component. Therefore
dependence may be on continuous infrastructural parameter as well as on (discrete) components.
Also the service performance can be described by a single dichotomous variable (“operable” or
“not operable”), but it may be better described by suitable quantitative performance indices.
An other possible classification relates to the type of dependence involved. In this respect, one
may classify the dependencies (in the ICT sector) as human and physical, according to the involved
component. When an operator or decision maker action is involved, one refers to “human
dependence”; whereas when a physical device is involved one refers to “physical dependence”. As
for components, in the cyber terminology, the latter if usually divided into “hardware” and
“software” dependence. All dependencies can be framed in the former three groups. Similarly to the
components, the dependence is very often a hybrid one. Generally speaking (cite rinaldi) also the
concept of logical dependence is introduced referring to the fact that a service (or a system) depends
on some entity due to the way the service is designed or deployed. When changing the method by
which a system is deployed (that is its logical organization) all human, hardware and software
architecture change. Consistently with our definition of infrastructure, we will include this
characteristics in the service definition and therefore two services providing the same goods, by
means of the same components, but with different architectures will be considered different. If one
defines a service based on what is provides only, the logical dependence must be introduced and
any other dependence is a consequence of the logical dependence.
There are also other forms of dependence, not strictly related to a single component or to a group
of them. For example the time a piece of information requires for being moved from a source to a
destination, does not only depend on the structure of the infrastructure and its human operators (that
is on the system itself), but also on other users simultaneous requests. In this sense one has to
introduce a dependence also on users and not only on the operators of the infrastructure. To include
such type of dependencies one has to regard any user as a component of the system. The way the
system is deployed will allow to quantify the dependence on such further components. As an
example, one may think at a very simple service that deploys some information to the public (say a
railway timetable). If several users try to access the timetable file simultaneously, all of them will
experience a delay (with a stochastic distribution), thus reducing the quality of service. If a
synchronized set of humans decide to ask for the same documents they may deplete the service.
Mutandis mutati, the effect is similar to when a platoon of soldiers pass marching a bridge: if they
keep the step (possibly stamping) the bridge may collapse. It is worth noting that, as a variation to
the bridge case, the ICT infrastructure, never collapses (or is damaged) by and extra load, it is just
the service to be degraded up to possible total deny. In other words the service effective deployment
may depend on “load”. This is a typical example of a service dependence on a continuous variable.
The former basic concept has lead to the DDOS (Distributed Deny of Service) attacks where a
set of computers on the net (a bot net) asks at a time for the same resource, thus degrading the
quality of service. Strictly speaking the data flow of the service is kept to its maximum, but the
effective transfer to real users (almost) vanishes. When proper measure are not foreseen and
enforced, the deployed services may suffer from such a “vulnerability”. Generally speaking an ICT
service depends on the amount of (genuine of artificial) requests it receives in the unit time, that is
on its “load”. When the total load is too large, yet genuine, the infrastructure is just under-
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dimensioned; when the excess load is an artifact, the system is insufficiently protected. DDOS
attacks represent a serious vulnerability and no universal defense exists against it. More precisely,
all defenses are systematically overcome by novel attacks that, in turn, are neutralized.
The final type of dependence to be listed is that of a variable of state variable (such as, for
instance, the buffer relative load of a server) on an other continuous variable. In general the
complete knowledge of dependence would result into a function relating the value of a variable with
that of an other. Since the relation is not deterministic, yet stochastic, the prototype for a metric of
such dependencies is the statistical correlation.
Several of the different concepts introduced in the Risk analysis are worth employed to measure
dependence. While not refusing the risk analysis, the Motia approach aims at extracting the causeeffect relationships disregarding the probability (or the likelihood) of occurrence of undesired
events. As already mentioned, dependence may come in different flavors: there are availability
dependencies, business dependence, reliability dependence etc. The different meanings are related
to the scope of the quantity one intends to measure. The need of quantities based on impacts rather
than on total risk is consistent with the EU directive on recognition of European Critical
Infrastructures (CI) [1], where they are identified based on potential consequences of their damage
upon natural hazards or deliberate anthropic attacks. More precisely the global impact of an
undesired event is due to two different factors the direct damage of the infrastructure (or
infrastructures) and the cascading effects. The interdependence, in a strict sense, does not relate to
the probability of a event nor to the final impact on the people (and their social organization), yet on
the way it propagates in the infrastructure. More precisely the project intends to measure (when
possible) to what extent a damage in a system (or component) may reflect on an other; or,
conversely, to what extent a system or component depends on an other. In this respect a metric (for
dependence) will be a positive function in the [0,1] range measuring (or sizing) the dependence.
The unitary value will represent a total dependence, that is the lack of a system (or component)
leads to a complete inoperability of an other; while the null value of dependence indicates that
functioning in unaffected by the system (or component) loss.
In order to further clarify the relation between “dependence” and risk, it is worth clearly stating
that a proper risk estimate implies the knowledge of the interdependencies, while the latter does not
suffice. To be more quantitative let us first start from the quantitative definition of “risk”:
def

Re = Le⋅I e

(2)

were Re represents the risk associated with an undesired event “e”, Le represents the likelihood (or
the estimated probability) of such an event and Ie represents the impact (or the loss) it produces.
When all possible undesired event are known, an inequality to estimate the total risk associated
with the infrastructure can be stated:
R≤ ∑ R e
(3)
e ∈E '
where the sum is over all undesired events and the equality holds for a set of mutually excluding
(disjoint) events:
R= ∑ R e .
(4)
e ∈E '
When an incomplete set of disjoint undesired events is known, a lower bound of the total risk can
be obtained:
R> ∑ Re
(5)
e ∈E '

11

where the set E' represents a proper subset of E.
Many risk indices introduced in the literature are based on assumptions on the likelihood of
undesired events. The typical example is the reliability defined as (an estimate of) the probability
for a component to do not experience a failure in a given time and often measured by means of the
“Mean Time to a Failure”, (MTTF) that is the average time for a failure to occur.
t
R(t)∼exp −
(6)
MTF

(

)

An other possible index is represented by the rate of MTTF and the sum of MTTF and Mean Time
to Repair (MTTR), that is (an estimate of) the probability for a system to be in a failing state
reliability.
MTF
Pfault ∼
(7)
MTF +MTR
What is worth mentioning here is that the interdependence analysis purposely disregards the
likelihood of the events while focusing on their consequences. The loss associate with an event Le it
is the only part of the risk analysis related to interdependence and it deserves some further
discussion. When a system or a component is brought out of its normal functioning status
(whichever the cause), it will be not able to behave as expected. The interdependence measures to
which extend the inoperability of a system or a component influences the inoperability of an other
system or component. The resulting reduced operative capability of the system will impact on the
human organization, thus determining a possible loss.
The European commission indicated three main impact parameters based on “casualties”,
“economic loss”, and “loss in public Trustworthy”. Regardless of how one tries to measure such
impacts, they are heterogeneous and hence difficult to compare or combine; therefore for each of
them (or for a a suitable combination of them) one has to introduce a specific means to evaluate the
impact.
Private (profit) operators and asset owners employ their own impact estimators basically based
on their economic loss and loss in their public image (that is customers' thrust). In principle, despite
their official positions, casualties or other other damages their malfunctioning may cause on society
are accounted since they may lower profits or lead to penal prosecution (in case human
responsibility may be foreseen). On the other hand, the perspective of the State Members and the
European Union is slightly different as the final cost of service, people health and the costumers
satisfaction must be accounted for. Which ever the perspective, in order to perform an impact
analysis, one needs to know the three different functions representing and measuring the three
losses Le.
When dealing with most of services and especially with ICT ones, losses are usually indirect
consequences, that is the original failure propagates in the system leading to a degradation (or deny)
of service. The basic idea of “dependence” is the cause-effect relationship among the initial
undesired event and the resulting QoS (Quality of Sevice) or inoperability level.
Throughout the MOTIA project the impact analysis will be limited to the ICT infrastructure only
and it will be measured by different Qualities of Service (QoS's) disregarding the effects of the
malfunctioning induced on the rest of the human organization or on the environment.
Understanding the consequences of the ICT malfunctioning or mis-behavior on the whole modern
technological society and its dependence on the other infrastructures (basically transport, electronic
industrial chain and energy production) or the natural hazards represents one of the most relevant
topics to face at both scientific and political levels. It represents a condition for any development
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planning or society modeling. Nevertheless, the MOTIA project does not aim at measuring risks but
to understand the response of the ICT systems (and the service the provide) upon undesired events o
stressing conditions.

Mathematical constraints on Metrics
All along this report a “metric” will be a means to quantify dependencies. In principle a metric
could be any function of the system characteristics providing a number or a set of numbers
(including logical quantities) describing the intensity of dependence.
As it was discussed in the previous section there can be dependencies of services on component or
state (continuous) variables and dependencies of state variables on each other.
In general, a metric measures to what extent a “depender” (such as an activity A) dependends on
a “sustainer” (such as a component c); where the term “depender” indicates the entity that depens
on; while the term “sustainer” indicates the entity that provides the required functionality.
Dep=Dep( A , c )
(8)
As already mensioned, a universally accepted definition of “metric for dependence” is not available
yet. One of the purposes of the MOTIA project is to provide bases for a common language in this
very special field. To qualify the above introduced dependence index (Dep(A,c)) as a “metric”,
(intended as a function capable to measure dependence), it must satisfy few constraints:
Positivity:
Dep( A , c)≥0
(9)
This means that there exists a reference working state of the system (corresponding to the null
value) and that all accounted changes in the state of each component c may only result in a
degradation of the whole performance.
Unitarity:
Dep( A , c)≤1
(10)
This means that there exists a maximum inoperability condition of the system corresponding to total
inoperability.
From the mathematical point of view, what we call “metric” here, should be called a (normalized)
“measure”. Unfortunately in many different field (remarkably the Risk Analysis) the term refers to
the actions that are enforced to govern an infrastructure upon uncommon events or dwelling
conditions. To prevent such ambiguities, we have preferred the term “metric”, that is improper from
the strict mathematical point of view. The process one intends to perform is essentially a measure,
that is an estimate of the extent a depender depends on a sustainer.

2.1 Activities depending on discrete components
In this section, we will focus on the dependence of an activity on a component. However, all
concepts are naturally extended to the other above mentioned cases of discrete entities depending on
other discrete entities or their components. The depender may be an operator, a service, an
enterprise, a business or a sector; while the sustainer may be a single component, an operator, an
enterprise, an asset owner, an infrastructure or a subset of it, an other service, a single operator etc.
To depend or not to depend
The simplest conceivable dependence metric is the “binary” (or “dichotomous” or “boolean”)
one. This means that the metric provides a false/true response stating if the potential depender
depends or not on a given sustainer; or, more simply in our elected example, the metric tells
whether the service depends on a component or not.
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{

χ ( A , c i)= 1
0

if A depends on c i
if A does not depend on ci

(11)

where A indicates the activity, ci the component and c is the binary metric.
There are cases in which the former pure logical metric may suffice to describe the dependence
and others where a further analysis is required.
To keep the definition on a concrete ground, we may think at a small online shop (an example of
e-commerce) selling its merchandise by means of a personal computer connected to the net
throughout a provider. In this very simple case we have many logical dependencies answering the
question whether the activity is “operable” or not.. In this simple sense, the business (or better the
ICT service that supports it) depends on the ISP (an hybrid component); it depends on the physical
connection to the net (physical component) and on the storing device where the information lay
(physical component). Furthermore it depends on the http protocol (software component), on the
Domain Name Service (DNS) and generally on the net “reachability” for potential customers, that
means on their ISP's. In principle the activity (legally) depends on the contract, but as discussed
above we include this in the activity definition. All the previous dependence may be given a single
neat answer: “yes” or “no”. This means that if any of the previous sustainers do not provide their
functionality the activity (in this case a business) can not been enforced.
The list of all entities an activity (such as a business) depends on represents already a very useful
means to understand the mutual relations of enterprises. Generally speaking the first step to
approach the problem of measuring inter-dependencies is to define a set of entities the service
depends on.
Once the set of entities the service depends on is defined, a question arises whether the depedence is
direct (the service provided by the sustainer is directly employed by the system) or indirect (one of
the sustainers requires it). Second degree sustainers are those supporting a direct sustainer, third
degree sustainers support second degree ones etc. In other words the sustainers are a hierarchically
ordered.
Several entities of the ICT sector perform different activities; one may deal with an entity by means
of the collection of its activities:
E∼U A α .
(12)
α

The dependence of an entity on others can be measured throughout the activities it needs to
perform. The sustainers of an entity are just the sustainers of all its activities.
So far we have analysed a single entity and listed its dependencies. In real life different ICT entities
depend on each other. Gathering the dependencies of all entities, one may construct a table of their
mutual dependencies. More precisely one, labeling the entities by an integer, one may define a
matrix A which values are null or unitary depending whether the entity k depends on the entity l or
not. By means of such a matrix the system can be associated a Graph of Dependence consisting of
a node for each entity and a directed link for each unitary dependence.
aij =

{10

for i dependng on j
for i not depending on j

(13)

The matrix A ({aij}) containing all binary dependencies corresponds to the “Adjacency” Matrix of
the equivalent graph.
The chapter II is be devoted to define the basic concepts of the Graph Theory (GT) and introduce
the main useful topological quantities. Graph Theory provide a means for a “topological”
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dependence analysis of any complex system. Once the system of interacting entities is associated a
graph, the Graph Theory allows to introduce several useful indices that deeply describe the
topological property of the graph and hence provide a deep understanding of the total system
dependencies.
In several cases, the different activities performed by and entity are attributed different importance.
This can be related to different issues: the business involved (for profit entity); to the number of
users it is performed for (for non profit entities) or other reasonable indices. Henceforth one may
attribute a weight to the different activities performed by an entity. Throughout the former weights
one may also measure the level of dependence of an entity on an other:
w ij= ∑ w i( A α )χ( A α , E j )
(14)
A α ∈ Ei

Where wij represents dependency of entity Ei on entity Ej; wi is the function measuring the relevance
of the different activities performed by entity Ei; χ is the binary metric for dependence of the
activity on service Ej. The former table of weights can be employed to feed the Inoperable
Interdependence Model IIM [2]. An attempt to employ the basic ideas of the IIM in a revised
modern form named “holistic Modelling” has been performed within the Motia project. A specific
report on thee activity devolved by ENEA to the NITEL consortium, is available at Motia website1.
There also exists a natural extension of the graph theory to the weighted graphs.

2.1.1 Activities depending on continuous variables: a simple example
As already mentioned, dependence also extends to continuous quantities (such as the above
mentioned total traffic in a net) in that case a further analysis is required and new definitions need to
be introduced. Before introducing the general concepts, let us discuss the dependence of an activity
on the traffic “flow”. First of all we need to define the activity, the simplest one is represented by
the transfer of a piece of information (a file a code whatever) from a node to an other in a
communication net. A natural means to measure the Quality of Service (QoS) devised for such a
simple purpose is the inverse of the time to perform the transfer. When the system is not capable to
accomplish the request the transfer time will be considered infinite and the QoS for the simple
operation will vanish. When the system is totally allocated to the information transfer there will be a
minimum time to perform it resulting from the times to transit through the connection channels
(according to their band width capacities) and the latency times to select the proper (minimal in this
case as no queuing is required) route. This will be the reference dispatch time t0:
len
t 0= ∑
+λ i
(15)
i∈ hops bw i
where len is the length of the message to be transferred, the bw 's are the bandwidth capacities of
the channels and the λ's are the latencies of the server connections. Based on the reference minimal
time (t0) the QoS is defined straightforwardly:
t
QoS= 0 .
(16)
t
Since the time t0 is the minimum possible, the QoS will be null when the action is impossible and
unitary when it takes place in the shortest time; intermediate values will result in the other cases.
When the amount of the total traffic managed by the network is kept to low values average time for
queuing at servers will be proportional to the traffic load and the time of dispatch will increase
consistently. As the traffic intensity increases the message will start queuing more frequently and
the average time of the queuing will be proportional to the traffic at each server. Therefore one
1 http://www.motia.eu
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expects, within a certain range, the QoS will to decrease linearly. When the load on a
communication channel will exceed its bandwidth capacity, the system will experience
“congestion” and packets will begin to be lost. If the transfer is enforced by the udc protocol the
message integrity will be damaged and the QoS will vanish (infinite time of dispatching); if a feed
back protocol (typically TCP-IP) is implemented, the lost packets will be sent again and a non
linear increase in the time of dispatch will be observed. Since the number of attempts to send a
packet is limited, also for TCP-IP like protocols there will be a level of traffic load at which the QoS
(almost) vanishes. To estimate the maximum acceptable load (threshold load), one may define a
threshold for the average waiting time (tth):
t th =t(load th )=t 0 /QoSth
(17)

2.1.2 Continuous variables depending on continuous variables
Suppose a net consists of a set of servers and their connections. Providing one has access to the
servers and no privacy restriction (or other constrains) applies, one can measure the total traffic
flowing in each server. Since the servers help each other for traffic routing, it is reasonable that the
traffic at one server depends on the other server traffics. Even if no information is given on the net
topology, on its functional capabilities and on clients requested communication, one may introduce
a metric for mutual dependence by means of the time correlation functions for each pair of servers:
d ef

Cij = 〈 Qi ( t+τ ) Q j ( t ) 〉 t

(18)

Where the angular braces <f> represent the time averaging:
T

1
〈 f (t ) 〉t = ∫ f (t ) dt.
T 0
def

(19)

By means of the correlation functions one may define the correlation coefficients that span the [1,1] range and measure the dependence (more precisely the correlation) among loads:
def C ij ( τ)
ρij ( τ ) =
(20)
σi σ j
Where si represents the standard deviation of the i-th variable (in this case the load of server I):
2 1/ 2

σi =( 〈 Q i (t )2 〉 t− 〈 Q i (t ) 〉t ) .
def

(21)

Correlation coefficients (or better their absolute values) represent an example of metric for
dependence of a variable of state on an other. The parameter τ represents a time shift; it is often
set to zero or to the value that maximize correlations.
The former approach maybe applied to any continuous variable describing the state of an entity. It is
worth stressing that it does not require any knowledge of the actual structure of the system (black
box approach) and it accounts for correlations regardless of the cause-effect relationship in force.
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3 Topological Analysis
A Directed graph G or Digraph is a mathematical entity consisting of a set of “nodes” (or vertices
V) and a set of “links” or “arcs” (or edges E). A link is an ordered pair of nodes.
G= ( V,E ) ;

(22)

V = { v 1, v 2, ... , v N }

(23)

E= { e1, e2, ... , e L }

(24)

where:
and
The cardinality of the two sets V and E (N and M respectively) give a first idea of the graph
complexity.
The topological approach to the net analysis consists into providing a graph representation of it
regardless of technical and functional requirements necessary for its functioning. When a system
can be decomposed in a set of components depending on each other there is a one to one
correspondence between components of the system and nodes of a graph, link being represented by
the dependence relationships. As already mentioned in chapter I, the topological approach is based
on the identification of the Adjacency Matrix of the graph (a ij) with the Matrix of Binary
Dependecies of the system (cij):
def

A = { aij ≡χ(i , j) }

(25)

By definition the topological properties of a graph all descend from the matrix A. When talking
about topological properties of a complex system or an infrastructure we will always refer to the
topological properties of the associated graph.

3.1 Connectivity (Reachability)
Let us deal with an ICT net. It basically consists of a set of devices or components (server, bridges
etc) connected by cables or wireless channels (links).
A necessary condition for a component of a net to be available for an other is the existence of a
sequence of actions by which information available at the component can be conveyed to the other.
Two components in an infrastructure are mutually available if each of them is available to the other.
As already mentioned the topological analysis of the net consists into providing a graph
representation regardless of technical and functional requirements necessary for its functioning.
Once the Graph representation of the system is provided (at any abstraction level) the concept of
“availability” maps into the concept of Graph “connectivity”.
Two nodes are adjacent if there is a link between them. Two nodes are connected if there is a path
(ie a sequence of adjacent links) between them. If there is a path from a node i to a node j, the node
j is said to be reachable from node i. Therefore two nodes are mutually connected when they are
mutually reachable.
The reachability of a node is evidently a necessary condition for the availability of the components
it represents. However such condition is not sufficient as functional requirements (at higher OSI
levels) must be fulfilled.
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A graph is connected if all nodes are connected (or reachable) each other.
Related to the concept of connectivity are other simple concepts corresponding to analogous
characteristics of the availability.
A network is said to be partitioned (or “non simply connected”) when it consists of more than a
part; where part stays for a connected subnet. The number of parts a net is composed by represents
a first index to describe its topology and hence to measure the reachability of its components.
We will refer to a component as an essential component when its removal causes the remaining part
of the network to be disconnected. From the graph theory perspective this corresponds to the
concept of cut vertex, or articulation point, i.e. is a node whose removal disconnects the
complementary subgraph.
In the following we will refer to “robustness” as the capability of an infrastructure to remain
operable upon a component removal. An infrastructure will be said N-1 robust when removing any
of its components does not compromise (damage) its functioning. It will be said to be N-k robust
when removing any set o k components the infrastructure continue providing its functioning.
The robustness represents a special type of resilience, meant as the capability of a system to provide
its functionality under dwelling unplanned conditions.
It is worth mentioning that the term resilience in a strict sense should be employed to refer to the
capability to restore the functionality under dwelling unplanned conditions; that is the term
resilience should be limited to the case where a system reconfiguration or modification is required
to provide its service. In other words when the system resists the attack or the dwelling condition
keeping its normal functioning and configuration, we will say that it is “robust”; an the other side
when a human or automated intervention is required, we will say that resilience capability are
activated.
A set of components which removal or misbehavior compromise the functionality of an
infrastructure will be referred to as a “necessary set”. An set for which any subset is not an
essential set will be referred to as “essential set”. This represent the natural extension of the concept
of essential component. An essential pair will be a pair which components are both not essential but
that compromise the infrastructure behavior upon its removal or misbehavior.
We will classify the infrastructures according to their robustness.
From the theory of graph perspective an essential set of components corresponds to a cut set, or
vertex cut or separating set, that is a set of nodes whose removal disconnects the remaining
subgraph.
When abstracting an infrastructure to a graph (at least) two different methods are available. An
approach consists into associating a node in the graph to each physical component (devices, cables
or any thing else) and hence the links merely represent the relations among components. An other
approach consists into associating cables (and other connection devices) to links and nodes to the
other devices (computers, bridges, routers, servers etc). We will refer to the latter abstraction as the
“topological model” of the net. In the topological model we have two different types of essential
components depending on their association to either links of nodes. Essential cables (or other
connection chanels) will correspond to the concept of bridge or cut link, cut arc or cut edge.
In graph theory a bridge or cut edge (or even isthmus from geographical allegory) is a link which
removal causes the graph to disconnect.
If it is always possible to establish a path from any vertex to every other even after removing any k 1 vertices, then the graph is said to be k-vertex-connected or k-connected.

18
If it is always possible to establish a path from any vertex to every other even after removing any k 1 links, then the graph is said to be k-links-connected.
The vertex connectivity or connectivity κ(G) of a graph G is the minimum number of vertices that
need to be removed to disconnect G. From the robustness point of view an N-k infrastructure
corresponds sty topological level to a graph G of connectivity κ(G)=k.
In network theory, a “giant component” or “largest component” is also named a connected
subgraph that contains a majority of the entire graph's nodes. Hereafter we will not employ such a
term for the sake of clarity, as it will be reserved to the entities belonging to an infrastructure.
A disconnecting set is a set of edges which removal increases the number of parts. An edge cut is
the set of all edges which link nodes in the two resulting disconnected parts upon removing them. A
bond is a minimal (but not necessarily minimum), nonempty set of edges whose removal
disconnects a graph.
A graph is k-edge-connected if any subgraph formed by removing any k - 1 edges is still
connected. The edge connectivity κ'(G) of a graph G is the minimum number of links to be
removed to disconnect G.

3.2 Distance
A path is a sequence of adjacent links. Two link are adjacent when the second extreme of the first
(receiver) coincides with the first extreme (emitter) of the second.
In order to introduce distances in a Graph one has to define the length of its edges (or links). This
means that one has to enrich the structure by endowing it with a positive function defined on the
links. The positive value associated to each link is also named its weight.
Generally speaking a Weighted Graph is a quadruple consisting of a set of nodes V, a set of links E,
and two positive measures on nodes and links respectively.
WG =
(V , E , W v , W e ) ;
def

(26)

For each node there will be a positive weight:
v
w (v i )=w i ;

(27)

And the same for each link:
e
e
(28)
w (el )=w l =w ij ;
where i and j are the extremes of the el link. When no weight function is given for the links' lengths,
they are assumed to be all unitarian.

The length of a path is the sum of the lengths of its links.
The distance d(i, j) between two vertices (i and j) belonging to a connected part of a graph is the
length of one of the shortest paths between them. In some cases, the shortest path is unique, in other
cases there many equivalent ones. When two nodes are disconnected each other, their distance is
assumed to be infinite ∞. It is worth stressing that the distance defined above, is symmetric (d(i,
j=d(j,i)) only when the net is undirected.
When the graph represents a network of dependencies (as introduced in chapter one), the links have
all unitarian length and the distance reduces to the “degree of dependence”.
The eccentricity ε(i) of a node i in a connected graph G is the maximum of the distances from i to
any other node. The diameter diam(G) of a connected part G of graph is the maximum eccentricity
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over all its nodes; similarly the radius rad(G) represents the minimum of such eccentricities. When
the links' length are the times for the signals to propagate in the cables (i.e. the inverse of the
physical length) the center correspond to the set of nodes that may broadcast a message in the
briefest time.
Nodes (or vertices) with maximum eccentricity are referred to as peripheral vertices; the set
containing them is named “periphery”. The Vertices of minimum eccentricity form the center. The
extension of the periphery and the center (generally speaking there is more than one center), provide
an indication of the net dispersion. Usually centers are nodes where it is useful to deploy a service
on a server, as they minimize the number of steps to distribute information to the whole net.
The Wiener index of a node i, denoted by W(v) is the sum of distances between it and all the others
C w ( i )= ∑ d ( i,j ) .

(29)

j∈ N

The eccentricity tells us how far is the farthest node from node i; the wiener index tells how far are
nodes in the average.
The wiener index of a graph G, denoted by W(G), is the sum of distances over all pairs of vertices.
N

N

C w =∑ C w ( i )= ∑ d ( i,j ) .
i=1

(30)

j,j=1

Generally speaking the distribution of distances from a node can be studied by means of classical
statistical indices. The wiener index can be generalized to a set of indices able to measure the
centrality of a node:
def

Cq (i)=

(

N

1
∑ d (i , j)q
N −1 j=1

1 /q

)

.

(31)

A node exhibiting a minimum value for the C q(i) index will be named a q-centre of the graph. The
Cq's represent the moments of order q of the distance distribution. The former definition reduces to
the wiener index when q=1, apart from a 1/N normalization. The latter becomes specially relevant
when the links are associated the physical length of cables. In that case the weight is proportional to
the time the messages spends in the cables and the function becomes the sum of the times to reach
all nodes (disregarding possible latencies). The C1 index is a measure of the time required for all to
all communications in the net. The C1(i) represents the time for a node to send different (yet equal
length) messages to all nodes. Sitting at a wiener center the previous time is minimum.
The C2 may be related to the dispersion of node distances and hence to the compactness of the
graph. Same thing for C2(ic), where ic is a 2-center.

3.3 Reviewing of classical Topological Indices
Starting from the adjacency matrix, (that in our conceptualization represents the binary
dependence of components) a number of topological properties can be evaluated on a given graph
representing the network. A selected set of quantities will be hereby described. For a more detailed
description, the reader is referred to Graph Theory books or recent reviews [3],[4].
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3.3.1 Node Degrees and their Distribution
The simplest indicator of how intensely a node is connected to the rest of the net is its “degree”
defined as the number of nodes it is connected to or, equivalently, the total number of incoming and
outgoing links entering or exiting from it. The degree of a node is an indicator of its capability to be
connected to the rest of the net. In a generic network consisting of N nodes, the degree ki of the i-th
node is defined as
N

degi =∑ aij .

(32)

j=1

Nodes directly connected to an assigned one are called its (first) “neighbors”. To provide global
information on network properties, the set of degrees (deg1, deg2, ..., degN) of all nodes in the net
may be treated as a statistic sample. Therefore the degree distribution P(k) is introduced defined as
the (relative or absolute) frequency of nodes of degree k. The histogram of the frequencies of the
node degrees allows an immediate snapshot of their distribution. Nevertheless, it is worth stressing
that the mere collection of degrees does not provide a complete knowledge of net topology since
their mutual linkage is left undetermined.
The functional form of P(k) contains relevant information on the nature of the network under study.
It has widely shown that “real” spontaneously-grown networks (i.e. grown with no external design
or supervision) tend to show an power-law decaying P(k). In this type of networks (named “scalefree” networks), loosely connected nodes (leaves) and highly connected ones (hubs) co-exist.
Scale-free networks are known to exhibit a high level of robustness against random faults of their
elements, while showing a large vulnerability related to the removal of specific components: hub
removals induce dramatic impacts on the graph connectivity. “Random” graphs, in turn, are those
whose P(k) has a poissonian profile. The “random graph” approximation, although being used to
map most of “real” networks, has been discovered to represent very few real systems.

Figure 1: shows the italian internet at AS level as resulted from of May 2011 (cite D2); the net consists of
611 Autonomous Systems linked by 2987 undirected (ie 5974 directed) links. The average degree of the net is
9.78, while its standard deviation is 19.51 (about twice what is expected from a poissonian distribution).
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Figure 1 shows the italian internet at AS level as resulted from of May 2011 (cite D2); the net
consists of 611 Autonomous Systems linked by 2987 undirected (ie 5974 directed) links. The
average degree of the net is 9.78, while its standard deviation is 19.51 (about twice what is expected
from a poissonian distribution).
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Figure 2: The degree distribution for the Italian Internet at Autonomous system level in the [0,20] range. The inset
shows the whole distribution in the log-log scale. It is worth stressing that the distribution does not exhibit a
poissonian profile (due to the queue at large values) nor a scale free neat profile.

Figure 2 shows the degree distribution profile for the Italian internet at AS level. The long tail at
large degrees provides a clear-cut indication of the non-random (non ER) nature of the net.
Nevertheless the net, as can be seen from the figure, the distribution does not follow a clearcut
scale-free distribution.
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Figure 3: The conditioned degree distributions for different conditioning degree (y axis). As can be seen moving
toward high conditioning values, the distribution concentrates around lower values.

Figure 3 shows the conditioned degree distributions for the Italian internet at AS level, as a function
of the conditioning degree. Since the system is not an ER net, the profiles of the distributions
depend on the conditioning degree.
Beside the analysis of the shape of the degree distribution, all statistical indices may be introduced
to synthetically describe the distribution. The maximum and minimum degrees provide the range of
node degrees. The average degree, together with a dispersion parameter such as order variance,
provide a common synthetic description of order distribution.
N

1
〈 deg 〉 def
= ∑ deg s

(33)
N s=1
where the angular braces represent the statistical average over all nodes. The Italian internet at AS
level exhibits an average degree of about 58.6
Similarly for the variance:
def

σ2deg =

N

2
1
deg2s − 〈 deg 〉 ) .
(
∑
N −1 s=1

(34)
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Modas, kurtosis, skewness and higher order momenta can be introduced to further describe the
degree distribution function; Var(k) 3344.7 The “moda” represents the more frequent degree in the
net. Eq. 24
To enhance the level of knowledge on topological structure one may introduce “conditional
degree distributions”, defined as the distribution of the degrees of the neighbours of all nodes of
assigned degree:
∑ aij δdeg ,k δdeg , k
def (i , j)∈ E
P(k∣ k 0 )=
(35)
∑ aij δ deg , k
i

j

j

(i , j)∈E

0

0

that is the probability that a node of degree k0 has a neighbour of degree k. All such distributions
maybe treated by means of classical statistical methods, thus providing a wide set of parameters to
describe the net topology. Those parameters are useful and allow a deeper understanding of the
network structure. Table 1 reports conditional average degrees and variances for the Italian internet
at AS level. The conditional average degrees are significantly larger than the node average degree as
the average is performed on links:
∑ a ij δdeg , deg deg j
def (i , j )∈ E
〈 deg 〉 deg =
;
(36)
∑ aij δdeg ,deg
i

0

0

i

(i , j)∈ E

0

when no constraint on the conditioning degree (deg0) is imposed, the average degree on link
distribution is achieved:
∑ aij deg j ∑ deg 2j 〈 deg2 〉
def (i , j)∈E
〈 deg 〉 L =
= j=1,N
=
(37)
∑ aij
∑ deg j 〈 deg 〉
(i , j)∈E

j=1,N

Pure random ER (Erdos-Reni) nets do exhibit universal conditional (ie conditional degree
independent) distributions. In other words, degree distributions evaluated on ER nets are all the
same regardless of the “observing” node. The Poisson distribution is the only allowing for such
universality.
Figure 3 allows the comparison of the different conditional distribution for the Italian internet al
AS level. The profiles associated with the different conditioning node degrees significantly differ,
thus providing further evidence of the non-randomic nature of the net. The numerical values of the
average degrees and their variances are reported in Table 1.
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Deg0

<deg>L

sdeg

Deg0

<deg>L

sdeg

Deg0

<deg>L

sdeg

none

58.59

57.83

1

91.29

74.83

22

65.03

48.48

62

39.08

45.79

2

113.58

74.96

23

69.86

56.35

66

38.53

34.88

3

94.46

71.06

24

77.25

42.21

68

39.35

43.79

4

85.43

65.12

25

61.83

43.80

72

42.03

45.03

5

88.12

61.25

28

50.86

31.45

73

37.64

43.33

6

103.69

66.16

29

53.19

48.42

74

36.28

42.50

7

85.22

67.63

31

63.71

39.93

82

39.79

39.59

8

88.88

52.01

32

69.00

29.40

83

36.65

42.29

9

83.71

62.04

33

56.91

44.98

84

40.94

40.37

10

83.45

51.43

34

63.77

45.61

90

34.23

38.24

11

89.64

56.54

35

54.74

42.29

91

41.74

41.42

12

89.42

47.41

37

54.84

52.93

92

34.64

41.48

13

85.02

50.31

39

48.46

43.86

93

36.01

36.08

14

83.60

41.75

42

53.38

48.53

108

32.44

40.05

15

87.14

46.93

47

40.68

55.48

110

32.55

35.91

16

73.51

52.42

48

48.38

48.88

122

28.59

34.50

17

88.01

47.38

49

49.63

51.43

128

28.51

37.33

18

71.76

60.74

51

51.61

48.32

131

29.75

36.02

19

80.16

57.64

55

38.46

49.11

139

23.09

38.91

20

62.95

62.39

58

45.48

40.49

210

18.55

30.51

21

77.19

50.22

60

30.63

49.28

212

16.16

28.34

Table 1: Conditional average degrees and variances as a function of the conditioning node degree (Deg0). It is worth
noting that the reported values are significantly larger than the node average degree as the average here is performed
on links.

Regardless of how accurate the knowledge of the degree distribution can be, it does not describe
where the node of the different degrees are. An important characteristic is given by the degree
correlation. When nodes of high correlation tend to be linked to nodes of high correlation, the net is
said to be “assortative”; on the other side when high degree nodes tend to be linked to low degree
ones the net is said to be assortative. The coefficient of assortativity (r) is defined as follows:
def

r=

1
1
1
aij degi⋅deg j − ∑ a ij (degi+deg j )
∑
L ij
L ij
2

(

2

)

1
∑ a 1 ( deg2i +deg2j )− 1L ∑ aij 12 ( degi+deg j)
L ij ij 2
ij

(

2

)

.

(38)

The former index spans the range [-1,1]. When the null value (o very small values) is assumed, the
net is randomly assorted; when positive values are achieved, the net is assortative, while when
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negative values are achieved, the net is “disassortative”. Real internets at AS level are typically
softly disassortative. Our reference example (Italian Internet at AS level) exhibits a significant
disassortativity of about -0.41. This means that hubs (high degree nodes) are typically linked to
leaves (unitary degree nodes) or other low degree nodes. The largest hub in the Italian internet has
212 links and the average degree of its neighbors is 16.16 that is less than a third of the global value
in the net (58.59). Similarly the leaves (deg 0=1) exhibit an average neighbor degree of 91.29 that is
significantly larger that the global value. As far as Aprile 2011, the disassortativity of the global
internet consisting of about 36000 AS's is about -0.20; therefore the tendencies for hubs to attract
the connections is confirmed at larger scale while exhibiting a softer effect.

3.3.2

Clustering

Nodes directly connected to an assigned one are called its first “neighbors” and the set of them is
called its “neighborhood”. The “clustering coefficient” c provides a parameter to measure the
connectivity inside the neighborhood of an assigned node:
∑ a ik akl ali
2 N links
def
i
(39)
Ci =
= kl
;
deg i(degi−1) degi (degi−1)
where Nilinks represents the number of links among the neighbours of the i-th site. This number
achieves its maximum value (ci=1) for the cliques (neighbors forming a fully-connected or complete
net) and its minimum value (ci=0) when all neighbors are not linked.
Generally speaking the value of the clustering parameter is widely used in social networks analysis
as it represents an indicator of the internal connectivity inside a subnet. High clustering values of a
net implies somehow the “robustness” of its internal structure. In fact, high clustering means that
local connectivity can be preserved even upon the failure of a node or a link. Cluster analysis
allows to discover the subnet (or the subnets) exhibiting the higher level of clustering. Nodes of low
clustering values are relevant since they might represent region of “weakness” of the network, i.e.
regions where faults might produce severe degradation of the network connectivity.

3.3.3

Centrality Indices

The concept of “centrality” refers to the relevance of a node to provide some type of property to the
others. Two nodes are said to be connected when there exists a trail (i.e. a sequence of links) joining
them. A path is a trail without cycles (loops). The number of paths connecting two different nodes j
and k, will be indicated by , n ij while the number of such paths passing through the node i will be
indicated by nijk.
One of the most employed indices to measure the centrality of a node is its “betweenness”, defined
as the sum of the fractions of paths connecting all pairs passing throw it:
N
nijk
bi= ∑ jk
(40)
j , k=1 n
The betweenness centrality measures the relevance of each node to the mutual connectivity of any
pairs. Betweenness centrality concept naturally extends to links:
N

bij = ∑

nlkij

;
(41)
ij
n
where nlkij represents the number of paths from l-th to k-th node passing through the link connecting
i-th and j-th nodes. The formula makes sense as i-th and j-th represent the extremes of a link.
j ,k=1
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3.3.4

Characteristic path length and network diameter

In several cases there exists a natural measure for each link length; by means of this basic lengths
one may define the length of any trial or path. When no natural length is assigned all links are given
a unitary extension; in that case, the length of a trail is just the number of links it consists of. The
“geodesic line” or geodesic is a minimum length path connecting two nodes. The distance between
two nodes corresponds to the length of a geodesic connecting them. There exist very efficient
algorithms to evaluate all distances among nodes in a net; Dijkstra's one is the widest-spread [20].
To the purpose of sizing the topological net dimensions, one may introduce the notion of
“diameter” has been introduces that is the length of longest geodesic between any pair of nodes
encountered in the network. To provide other indicators of net extension, one may introduce the
average distance of the nodes from any selected one. As already mentioned above, the concept of
average distance depends on both the starting node and the type of averaging; the resulting indices
are the previously defined “Lq-centralities” relative to reference node. Proper definition requires
evaluation of the “Lq-average” distance to the other nodes:
N

1
q
C = ∑ ∣dik∣
(42)
N i=1
The linear (q=1) centrality, that is the average distance from the other nodes, has been named
“closeness” by Noh and Rieger, it is proportional to the wiener index defined above. A node
exhibiting the minimum “closeness” is named “center”. Closeness is often indicated suppressing
superscript C. The closeness of the center is also known as “characteristic path length”.
The harmonic (q=-1) centrality can be also be introduced; it is also named “efficiency” and often
indicated by CH. Efficiency plays an important role when measuring time for signal propagation on
the net: in that case, the efficiency measures the promptness for a node to receive signals from all
the others. This is, quantity is very useful as it proportional to the sum of the inverse of the times to
send a message, thus representing the natural extension of a simple performance index that we have
already introduced to measure the QoS (eq.(16)) .
The average efficiency of all nodes in the net has been introduced by Stephenson and Zelen to
measure the global capability of net to convey information; it is often referred to as “Net
Information Centrality”:
q
k

def

H=

N

N

N

1
1
1
C Hk =
∑
∑
∑
N k=1
N ( N−1) k=1 i=1 d ik

(43)

3.4 Net robustness
So far we have introduced static indices to describe some topological characteristic of a net a net. It
is often of great importance to understand which properties of a net would survive to the loss of a
part of it, or, in other words, to what extent net topological properties are stable against damages.
The characteristics of a net to exhibit unchanged properties upon losses represent its “robustness”.
In the case of connectivity, the robustness of the network topology is associated to the presence of
redundant paths, that ensure connectivity to the network upon its partial damage. There are two
basic concepts of connectivity for a graph which can be used to model network robustness: noderobustness and link-robustness. In both cases, a recent work has allowed to quantify these concepts
by introducing the formulation of node- and links- Information Centrality. Let us assume G to be
the unperturbed graph and E(G) the graph efficiency normalized as follows:
N

E(G)=

1
−1
∣d ij∣
∑
N (N−1) i , j=1

(44)
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The relative decrease of the net Efficiency induced by the removal of element k is named
“information centrality” of element k:
def E (G)−E(G '( k))
IC (k )=
;
(45)
E(G)
where G'(k) represents the perturbed graph lacking the k node or link. Such an index, could be
adopted as a metric to measure the resiliency of the network to structural perturbations. On the
other side, it allows to rank network’s elements in terms of the extent of the efficiency loss that they
produced on the network if removed. To make an example of the power of this metric, one can
quote what happens in the case of traffic on urban roads. Let us assume the graph of the roads is
available together with an appropriate OD (origin-destination) matrix which describes the mobility
requests. Traffic simulations are, in general, tackled by searching the Nash-equilibrium in the
problem of allotting vehicles to roads, providing that initially vehicles are allotted on shortest paths
and then, when the number of vehicles start growing, the time needed to cover a specific road tract
increases. Nash-equilibrium is reached when all vehicles have found a specific path to reach
Destination site from the Origin site and no further change of path is able to reduce the travel time.
After this, one can measure the intensity of traffic in the different roads (graph’s links) and,
particularly, when some roads of the graph are missing. If one considers the consequences of a
given road closure in terms of extent of congestion created in the network, one can perceive that this
value is remarkably similar to the link Information Centrality of equation 29.
The “node robustness” of a net is the smallest number of nodes whose removal results in a
disconnected or a single-node graph. Conversely, the “link robustness” is the smallest number of
links whose removal results in a disconnected graph. The reader may refer to reference [19] for a
mathematical treatment.
A net is said to be “N-1 robust” when it keeps its connectivity upon the loss of one of its
components, both nodes or links. An “N-1 robust” net must exhibit node and link connectivities
grater than one. To the best of our knowledge, all physical telecommunication backbones in Europe
are designed to be at least “N-1 robust”.

3.5 Spectral Analysis
Further information on the networks can be achieved through the spectral analysis of the matrices
associated to a graph. Adjacency matrices can be suitably diagonalized and their eigenvalue
spectrum reveals further properties of the corresponding graphs. A great deal of information on the
network can be achieved by using an other matrix associated to the network topology, the so-called
Laplacian Matrix L, defined as L = D - A (where D is the diagonal matrix having D ii= degi, with
degi defined as the degree of the i-th node). The lowest eigenvalue λ1 of the L matrix is always
vanishing (λ=0) and the orthonormalized components of its associated eigenvector v1 are all equal
to 1/√N (N being the number of nodes). Generally speaking the number of null eigenvalues of the
laplacian matrix equals the number of connected parts of the net. The components of the
eigenvectors associated with vanishing eigenvalues are all positive or null, while those related to the
non trivial eigenvalues do exhibit alternate signs.
A specific result, derived by the spectral analysis of the L matrix, which might be relevant to the
topological properties of the IC and infrastructures and others in general, is related to the so-called
"min cut" theorem [5]. The theorem relates the maximum flow in a net (see later) with the minimal
cut to disconnect it. The components of the first non trivial eigenvector v 2 (let us assume the second
with eigenvalue λ of the Laplacian allow a partition of the graph into two disconnected subgraphs:
the first formed by nodes with a positive v2 component, while the second with those with a negative
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one. The former partition is named “algebraic cut” and provides an approximate solution of the
"min cut" problem. The theorem ensures that these two sets of nodes are connected via the
minimum number of connections ncut, i.e. the cut has a minimum "weight". In more precise terms,
the algebraic cut partition allows to divide the networks in two components with N 1 and N2 nodes
and nl connections, such as nl/N1 N2 is minimum; where nl is defined as the number of links joining
nodes belonging to the different sub-networks (i.e. from the total number of links m, we count only
those joining nodes belonging to different sub-networks). The links defined by the "min cut"
algorithm are expected to be those whose failure would induce the "most effective" perturbation to
the network by producing the maximum number of "effective broken connections".
It is worth noting that the algebraic cut solution is also valid for weighted networks, i.e. for
networks where links have non-unitary and, in principle, different values wl. In such a case, the
recipe cuts the network in a way to minimize the value of Σl nl wl/N1 N2.
The first non trivial eigenvector may also provide useful indications on where to increase the
number of links and therefore on “optimal” net growth strategies. In figure 32 an example of
algebraic cut is shown: the ncut links resulting from the application of the algebraic cut partitioning
are highlighted.
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Illustration 3.1: An “optimal” bipartition of a sample graph by the algebraic cut algorithm: blue and red nodes are the
subsets resulting from the partition. Bold links are the ncut arcs separating the two subset.

3.6 Topological analysis of internet
The previously introduced indices and parameters may be evaluated in principle on any network or
activity, providing the correspondent graph can be inferred.
One of the most relevant application of topological analysis of a communication networks, is
represented by the global Internet. To analyse the network of all interconnected IP's would be a
terrific task to perform, therefore present application will be limited to Autonomous System (AS)
level.
The Internet (at As-level routers) is a largely studied network, both for its fundamental and
technological relevance. One of the most relevant characteristic of the Internet resides on the fact
that, differently from other large technological infrastructures, its origin and growth did not result
from a predefined plan, but it is the consequence of an unsupervised (and, thus, somehow
“spontaneous”) nucleation, aggregation and evolution process. In some terms, the Internet is more
similar to a “living” (meaning adaptive evolving) object than to a (strictly) technological
infrastructure. The “technological” relevance of the Internet is “self-evident”: other than providing a
bed for data traffic, new technologies are allowing its use also for the flow of other basic
communication services (like, e.g., the traffic of voice communications). In this respect a great deal
of work has been performed to study the Internet under the topological and the functional
viewpoints (see, for instance, [7,8]).

33

Figure 4: Figure: Topological representation of the Internet network at AS level; DATA are obtained by cross analysis
of different network recognition projects referred to march 2011 as described in the report of activity II of the project.
The picture contains a number of roughly 33.000 nodes and more than 330.000 arcs. The different colors refer to the
different countries attributed to the AS's.

Topological analysis has been firstly employed to investigate the peculiar growth mechanisms
driving its evolution and the time growth of the Internet. As widely discussed in the deliveable of
the Activity II, several network recognition projects are, to date, accessible. They contain continous
updates and historical snapshots of the Internet network, obtained through a sampling of the
network from “the inside”. We just remind here that, through “traceroute” procedures, it is possible
to detect the path (at the level of IP routers traversed) preferentially followed by a given data packet
to be transmitted from one node to another. Gluing the different information from a huge amount of
tracing paths allows the location of the different links among neighbour IP servers which “route”
the journeys of the data packets. A further post-processing of data coming from several, worldwide
dispersed, nodes of emission of the “probe packet” allows to reconstruct the map of the whole
structure. The activity II of the Motia project has been devoted to the internet recognition: results
from the main international projects devoted to the scope have been gathered and analyzed to
provide a coherent view of the whole system at Autonomous System (AS) level. Fig.6 shows a
snapshot of the topology of internet as resulted from the analysis performed in the deliverable of
Activity II. The resulting graph representing the internet at AS level consists of 333437 links and
33673 nodes; the visualization has been achieved through a software application developed by
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ENEA and based on the java libraries available with the Prefuse information visualization toolkit 2.
The different colors refer to the tagged nations of the different AS's.
A large set of data, during the course of the Internet evolution, has been made available. There are a
number of computational tools for the network topology analysis which can be fed with Internet
graphs topology. ENEA developed its own tool named NAT that is available for use upon contact to
the motia project3. Basically any package for graph analysis may be useful to the scope. Relevant
“global” topological data for the Internet can be resumed in the following table 2:
date

N

L

α

c

γ

MaxD

diam

ncut

17.03.1998

3459

6137

1.02 ·10-3

0.194

2.35

734

10

11

17.09.1998

4107

7571

8.98 ·10-4

0.221

2.51

855

11

97

17.03.1999

4788

8990

7.84 ·10-4

0.237

2.41

1083

11

378

02.01.2000

6474

12572

6.00·10-4

0.252

2.46

1458

9

493

02.01.2007

17144

46621

3.17·10-4

0.422

2.25

2346

8

1962

02.12.2008

23015

74182

2.80 ·10-4

0.446

2.08

3592

8

2083

03.03.2011

33673

333437

2.94 ·10-4

0.581

1.97

5904

7

2115

Table 2: Some significant topological properties of the Internet at the AS-level for different ordered dates: N is the
number of AS; L is the number of links; α is the ratio between existing number of links and the maximum possible
number of links (N(N-1)/2); c is the average clustering coefficient; γ is an estimated scaling exponent of the distribution
of node's degree; MaxD is the degree of the network largest hub; diam is the network diameter (evaluated via the
Dijkstra algorithm); ncut the “minimal cut size” ie the number of links connecting the two optimal partitions of the
"min-cut" problem approximate solution by means the first non trivial eigenvalue of the laplacian matrix.

Several useful information can be extracted from data reported in Table 2. They are summed up in
the following list that allows to perceive the quality of the insights that topological analysis
provides on complex graphs:
1. Time Growth. Up to few years ago, the size of the Internet (in terms of node’s number) seemed
to grow linearly with a rate of about 1500 nodes/year and the linearity behaviour was
established over a ten years time scale. Despite this regularity the observed change from year
2008 to 2011 seem to suggest a rather exponential behavior, which linear onset was previously
observed. A further interesting results is that the fraction of links which are effectively drawn
among nodes (the value of the parameter αin Table 2) does not increase with the time; this may
be interpreted as a (spontaneous) capability of the Internet is able to structure itself efficiently,
in a way to prevent proliferation of redundant connections.
2. Topology class of the network. This is probably one of the most discussed results that have been
extracted by pure topological means. The analysis of the degree distribution allowed to ascribe
the Internet graph to the class of “scale-free” networks. Differently from “random” graphs
(where all nodes are, substantially equivalent and characterized by an average degree with some
2 http://prefuse.org/
3 motia@enea.it
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deviation from the mean value), “scale-free” cannot be characterized by a given “scale” (an
average degree value) but, at the end, are characterized by the coexistence of largely and
loosely-connected nodes, in a way to show a degree probability distribution described by a
power-law. This finding has been of enormous impact on the scientific community; it has, in
fact, allowed to understand that the Internet is far from being treatable as a “random” graph (as
it has been erroneously done in the past). To explain the degree distribution at the end of the 90’
Barabasi et al. proposed the “preferential attachment” mechanism, which consist into providing
an average number of links to nodes and attributing tot the newcomers a probability of linking
to a node proportional to its degree (or a power of it). This is a typical mechanism which allows
nodes of high degree to acquire, during the time, an increasing number of connections from
newly established nodes or clusters (“riches become richer”). [1]
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Figure 5: Degree distribution of the Internet at AS level (snapshot at 2/12/2012). Limited to the [1,200] range, a
power law scaling can be fitted with a scaling exponent of 1.97. It is worth stressing that large deviation from
simple power scaling are observed as testified by the largest hub of degree 5904.

3. Overall topology. The large scale of the Internet, other than the attribution to the class of
“scale-free” graphs, is quite difficult to be established but by a direct inspection of the graph.
However, some insights could be achieved by using spectral analysis [8]. This has allowed to
establish that the graphs have a sort of “tiled” structure where large central region of the graph
is somehow “decorated” by smaller sub-graphs which are tightly stuck (i.e. with a large number
of links) to the central structure. This configures what is usually called a “community” structure,
where many different “tiles” (each of them representing a “community”) are mutually related to
each other, allowing an easy flow of data.
4. Clustering. A further impressive characteristic of the Internet structure is its clustering
coefficient. Clustering (see eq.(4)) represents the fraction of neighbour nodes of a given node
which are also neighbours of each other. This datum is evident: the current value of <c>=0.446
(this average datum is normalized, in the sense that c=1 would mean a complete graph, with
any-to-any connections are established), see Table 2 and its value has never stopped increasing
in the last ten years. Clustering is another sign of the presence of “communities”. Industrial and
functional interests introduce a driving force which produces the linkage of neighbouring nodes
which, other than connecting to a common nodes (usually a high degree node, called “hub”)
connect to each other to increase robustness and, as it will be explained further on, to allow the
increase of “degeneracy” of shortest-paths.
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5. Characteristic path length, shortest distances. This is also a very interesting results provided by
topological analysis. A first, striking property is the extremely small characteristic path lengths
of the Internet network. A value which is about 3-4 means that AS-lever routers dispersed
worldwide can distribute a data packet by no more than 3 or 4 hops (as an average). This datum
is also reinforced by the value of the network’s diameter (the largest distance between two
nodes in the graph) which is also remarkably small (currently its value is 7, see Table 2) and this
value has been constantly decreasing in the last ten years. Shortest distances and characteristic
path lengths are properties which have a strong impact on the function of the network. It thus
evolves in a way to guarantee the maxim satisfaction to the users in terms of reliability,
availability, robustness, speed of connection, duration of communication.

4 Topological Dependence
As discussed in chapter 2, the first step to start any interdependence analysis is the
conceptualization of the system. The simplest conceptualization is to abstract the real infrastructure
to a set of nodes and link, that is to a graph. The topological dependence consists into the set of
metrics that can be evaluated by the plain abstract (possibly weighted) graph representing the
system without entering into the functional relation among its components.

4.1 Service dependence on a component at topological level
Suppose we have an elementary service consisting of an elementary information exchange between
two nodes in a network. More precisely image the service just requires that a node (emitter) sends
information to an other (receiver) by means of the UDP protocol (i.e. not check back is required).
Let us treat this problem at IP level. This means that we are assuming that the physical connections
work and that no name resolution is required: the ip's of both the sender and the receiver are static
and constant in time. Under this hypotheses the problem reduces to the existence of a route from the
emitter to the receiver. To further specify the problem one needs to define the routing strategy:
results will differ depending on such assumptions. Let us assume that the routing process is static:
routing table are given once for ever and they are not updated anymore. Or, alternatively, if you
prefer, assume we are interested in the service availability in a time significantly shorter than the
refresh time. As usually we want to know to what extent the service depends on the components of
the system. An important point is whether the routing tables exhibit degeneracy (branching points)
or not. In other words, we need to know if at any step the routing of the message is unique or if the
path followed by a single packet may change on time.
The first case (the routing path g is unique – case a in the following) is trivial and the answer is
simple that the deployed service depends on all the components (at ip level) belonging to the path.
The dependence of the service on those components is unitary, while the dependence on the rest of
the net is null. This is a very simple binary response related to the availability of the service.

{

χ (i)= 1
0

for v i∈γ
for v i∉γ

;

(46)

that is a unitary value when the vertex belongs to the path, a null value elsewhere. Again we are
employing a logical (binary) variable to measure dependence.
One may also introduce a reliability-based dependence through the rate of faults due to the fault of a
single component:
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def

Dep(i)=

nf (i)
;
nf

(47)

Where nf(i) represents the number of events where the service is unavailable due to a fault of
component “i” and nf represents the total number of faults. Assuming the faults of the different
components are independent:
Dep(i)=

1/ τ(i)
∑ 1 /τ ( j)

(48)

j=1, N c

where tau(i) is an index of reliability such as the Mean Time to Failure (MTF) for the i-th
component or the “availability” of the component MTF/(MTF+MTR).
Differently from the previous case the dependence metric is now a real number in the 0-1 range. To
evaluate this metric of dependence one just needs to know the MTF usually given by the factories
or statistically estimated.
If also human faults are taken into account the MTF becomes the rate of fault of a component
regardless of it physical or human (non deliberate) origin. Again statistics may provide reasonable
estimates or the former metrics.
Now question is what should be changed in our metric to account for deliberate attacks. A possible
solution is to substitute tau's with other “attack rates”: that is with positive numbers in the 0,1 range
quantifying likelihood of a fault due to an attack. By no means such quantities may be estimated
through statistics of physical characteristics of the devices. One needs appropriate modeling of
human behavior and possibly secret service information, to estimate the appeal of the component,
its vulnerability and the capability of the attackers; all those ingredients together with an overall
modeling may provide some reasonable value. This type of models are far from the purpose of the
present report and from the MOTIA project in general; nevertheless a proper defense of the ICT
infrastructures (to decide where and when apply which defense) requires a proper estimate of the
former likelihoods. However knowing the tau's (regardless of their origin) the metric above
provides an index of dependence.
Let us now deal with the more complicate situation where the routing tables are degenerate (case b).
That is when the routers may select different paths to deliver the packets. In this case we propose a
novel index to measure the (reachability based) dependance:
def

Depij ( k )=Dep(s (i → j) ; k )=

∣Γ ij (k)∣
∣Γij∣

∑
=

(1)

γ∈Γij (k)

∑ (1)
γ∈Γ

(49)

ij

where Γij represents the set of all possible paths from vi to vj and Γij(k) represents the subset of those
paths containing the node vk , the vertical brackets indicate the cardinality (number of elements) of a
set. (CITARE NEWMAN) In this case the metric is a (rational) number in the [0,1] range. When the
metric is null the component k is irrelevant for the service deployment or in other words the service
does not depend on it. When the metric is unitary, the component k is essential to the service and
the service totally depends on it. When the metric assumes values other than null or unitary, the
component is important for the service, but its fault alone does not necessarily compromise the
service yet. The service may be denied when other components are inoperable at the same time. An
other important point must be clarified here, if the routers have the capability (as it practically
always the case) to check if their neighbors are operable or not, a fault in the former components
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does not destroy the service, while if this check is impossible the service is possibly compromised
by the fault of any component in any path.
In this second case (that is not realistic) the multiplicity of the paths would reduce the robustness of
the service. The last hypothetical case has been reported to outline the role played by the
connection awareness and routing strategy in the service provision.
To summarize, when the dependence index is not unitary, nor null the component is useful but not
essential. The largest the number the most important the component.
If now we want to introduce a reliability based index, we can estimate the probability of fault for
the global system upon a single component first fault. As for case (a), we can also apply formula of
case (a) where the accounted MTTF's (or similar) are those belonging the components with unitary
dependence only. Correction to this estimate are of order of magnitude quadratic in the smallest
MTF's. When no component has unitary value of dependence, that is when no component is
essential, one has to deal with all pairs which simultaneous fault cause service disruption and
summing over them. The formula become more complex. But an index of relevance may be equally
defined:

∑ ( P ( γ))
P fault ( Γ ij ( k)) γ ∈Γ (k) fault
;
Depij ( k )=Dep(s (i → j) ; k )=
∼
P fault ( Γij )
∑ ( P fault (γ))
def

ij

(50)

γ∈Γij

where again Γ represents the set of all possible paths from vi to vj and Γ(k) represents the subset of
those paths containing the node vk . This definition can be approximated with one depending on
products of two MTF's only:
−

e

t
τ(γ) def

= 1−P fault

t
τ(c i )

)
(γ)∼∏ (e
−

;

(51)

ci ∈ γ

where τ(γ) represents an estimate of reliability of the path γ; τ(ci) represent the reliabilities of the
component ci belonging to the path and the mutual influence of fault has been neglected.
It is worth stressing the by no means the dependence index introduced above is meant to substitute
ordinary reliability analysis; the reliability weights are just provided to give the dependence a
“reliability” flavor.
Same considerations as those discussed for case (a) apply here, when human behavior is involved.
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5 Service level network coupling
Dependency analysis is typically an input for impact analysis, failure propagation analysis, system
complexity analysis, critical pattern analysis, through to the evaluation of system maintainability
and QoS-enforcement.
Service level network coupling research is at early stage and could be categorized in three main
fields:
•

Dependency discovery

•

Dependency modeling

•

Dependencies analysis

Modeling and analysis of interdependencies are two activities strictly related. Indeed, given a
system model there is a finite set of analysis techniques and vice-versa, given an analysis technique
there is only a system representation model. The model largely used in critical infrastructures
interdependency analysis is a graph (of interdependencies) and analysis methods can range from
topological analysis to complexity analysis.
In what follow we survey the research results and good practices used in dependencies discovery
and analysis at application level. Finally, we present, in deep detail, an analysis technique that has
been selected and extended for the purposes of the MOTIA project.

5.1 Discovery of service level relationships
Dependencies can be discovered using different system analysis approaches, e.g. static analysis,
visual models analysis, system information repositories mining, message exchange/interaction
sequence pattern mining. These techniques can be classified according to three broad categories:
•

White-box oriented. This family includes methods based on the analysis of technical
specifications and/or on the analysis of the application code through automatic tools. These
methods rely on a quite complete knowledge of the system structure

•

Black-box oriented. This family includes methods that assume no information is known a
priori. Such methods observe the system activities (e.g. network traffic, OS or application
events) trying to infer the system structure by its behaviour. Black-box methods can be
applied to almost all kind of systems and are widely used both in state-of-the-art products to
perform network dependency analysis

•

Hybrid. This category includes methods mixing White and Black-box oriented approaches
to leverage both the exact knowledge of the system and the information extracted by
measurement techniques

5.1.1 White-box oriented methods
Application Code Analysis (ACA), known in literature as static analysis, is a static inspection of the
application code, done at compilation or pre-compilation time, and therefore before the application
comes to life. Static analysis has a long history and can be performed for different purposes:
architecture checking, interface analyses, and clone detection4; identifies security vulnerabilities and
code defects5 ; dead code analysis, and style checking6. Evidently, static analysis may be used for
4 http://www.axivion.com
5 http://www.coverity.com/
6 http://www.semdesigns.com/Products/DMS/DMSToolkit.html
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dependency discovery and analysis7,8. Static code analysis extracts structural dependencies
properties. In the specific intra-system and inter-/intra-domain dependencies can be identified.
Moreover, the component relationship extracted from code parsing are pre- and co-requisite
dependencies between active components. Static code analysis allows also discovering the order of
a dependency. Indeed, the length of a chain of method invocations measures the order of a
dependency.
ACA is valuable for both centralized and distributed applications. In case of distributed software
architectures ACA will discover the links between components. When a component use an external
components/services the invocation of a remote procedure or a web service is coded and therefore
first order dependencies among distributed components can be discovered.
Visual model analysis (VMA) is based on the evaluation of a visual model of the
application/system. The widely used visual modeling language is UML and it is used to trace the
system design at different level of detail. Therefore using UML model analysis it is possible to
extract both functional and structural properties. Class diagram, component diagram, sequence
diagram and activity diagram are the basis for dependencies discovery [7]. An UML class diagram
gives intra-system and inter-/intra-domain dependencies. Class and component diagrams give
information on dependencies locality and criticality. Activity and sequence diagrams together allow
determining when an activity (i.e. a functionality provided by one ore more components/systems) is
invoked, with which probability and if it is invoked during normal behavior or as a consequence of
exceptions. Therefore activity and sequence diagrams allow to discover dependencies strength and
criticality.
Both static analysis and VMA have some limitations. The first requires that the former have access to the
code, while the VMA has to be synchronized with the application code .

5.1.2 Black-box oriented methods
When code or visual models are not available or to deepen dependencies discovery, it is possible to
perform Dynamic Program Analysis (DPA) and Performance Analysis (PA). The former approach
can be used to profile the application and to trace its behaviour. Traces can be further analyzed
applying sequence or pattern mining to discover dependency degree, dependency strength (optional
and occasional) and all the dynamic aspects. Performance analysis, along with a resource
dependencies representation (e.g. [8]) gives insight into resource dependencies.
Message eXchange Sequence or pattern mining (MXS) approach leverage on information stored in
message traces of distributed applications. For example, in a SOA system, the SOA manager can
intercept services invocation messages plus their responses and store all of them in a central
database. There are different approaches to pattern mining and their validity is strictly related to the
system domain considered. Very close to our contest is the solution proposed by Basu et al. [9] that
define a new approach to discover dynamic dependencies in SOA systems. Their solution infers
casual dependencies form a message log, it builds a probabilistic dependencies graph and prune it
using user defined threshold as well as data from logs.
Another typical approach used to catch services interactions is Network Traffic Analysis (NTA) at
IP level. Each stream of IP packets tracks a complete transaction between two nodes and therefore
could be used to track dependencies between services running on such nodes. The data flow
between services identified analyzing IP packets can be used as input for an inference engine that
analyzes data flow and builds a representation of system dependencies.
7 http://www.lattix.com/
8 http://ndepend.com/
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In literature, the main approaches proposed to build this system representation are:
•

Analysis of the co-occurrence of network communication. This approach is based on the
identification and analysis of data flows. If two or more data flow are active in a same time
window, with a high frequency, than the target element of each flows are dependent. Such
model is proposed in [10]

•

Identification of rules that govern the traffic. This approach applies machine learning
techniques to extract behavioural rules from network traffic, in order to determine typical
behaviour of the system and evaluate dependency issues. An example of this model can be
found in [11]

•

Study of the stability of interleaved times between communications. A client which needs
two or more services will access them subsequently and repeatedly, interleaving a same time
between the accesses. This is considered as the demonstration of a codified logic that
requires strictly the services to be in sequence, that is, dependent. This model is part of [12].

5.1.2.1 Commercial tools

There are very few examples of commercial products implementing frameworks for application
level DDA. In the following the wider used solutions.
IBM Tivoli Management Framework (TMF) 9 is a systems management platform to manage large
numbers of remote locations or devices. One of its features is the capability to visualize
interdependencies and relationships between applications, computer systems and network devices
through application mapping and agent-less, credential-free discovery capabilities. HP Discovery
and Dependency Mapping Inventory (DDMI)10 provides an accurate picture of your IT
environment. It helps you solve key challenges of hardware cost control and software license
compliance. DDMI identifies all available physical and virtual IT assets, collects hardware
information and identifies installed and used software on devices. It serves as the Discovery and
Dependency Mapping Inventory solution for HP Software. Service-Now 11 discovers computers and
other devices connected to an enterprise's network. On computer systems, Service-now discovery
will also find what software is running, and any TCP connections between computer systems
providing as results and Application Dependency Mapping. OpenNMS 12, Distributed under GPL
license, provides Automated and Directed Discovery, Event and Notification Management, Service
Assurance and Performance Measurement. This monitor platform is suitable for both network and
service level analysis. AggreGate Network Manager13, built upon AggreGate Platform, provides
monitoring services of networks, a comprehensive network discovery and dynamic mapping. It has
built-in fault management and network performance/traffic analysis tools, virtualized environment
monitoring, alerting, charting and reporting. This monitor platform is suitable for both network and
service level analysis.

5.1.3 Hybrid methods
System information Repositories Mining (SRM) is a technique to extract intra-system (but however
inter-application) inter-/intra-domain dependencies. All the operating systems have built-in
repositories (e.g. AIX object data manager, Window registry, Linux Red Hat package manager) that
keep track of the installed software packages, file set and their versions.
9
10
11
12
13

IBM. Tivoli. http://www-01.ibm.com/software/tivoli/
HP. Network management center. https://h10078.www1.hp.com/cda/
ServiceNow. http://www.service-now.com/
OpenNMS. http://www.opennms.org/
AggreGate. Network Manager. http://aggregate.tibbo.com/.
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These repositories, that contain system-wide configuration information, can be regarded as
knowledge bases that take in important information with respect to the compatibility of services and
application. Leveraging on this information is possible to discover structural and functional service
dependencies. Keller et al.[13] suggest also an approach to discover inter-system dependencies.
This approach uses both system repositories and network services configuration files, such as DNS
resolver, network file systems mount target, proxy configurations. SRM discovers both passive and
active component dependencies, dependency order and criticality.

5.1.4 Dependencies discovery methods versus dependencies
characterization
With respect to our dependencies taxonomy, MXS can be used to discover inter-system and intradomain dependencies and their strength. Moreover information about dependencies order and
criticality can be extracted.
VMA and SRM appear capable to cope with all the dependency features. VMA has the limitation
above mentioned and moreover it can no be automatized. SRM, on the contrary, can be
automatized. Its drawback is the need to access system repository, that is not always possible.
Table 3 summarizes the results of our investigation.
Dependency
characteristic
Locality
Order
Component
Activity
Strength

ACA
(except intersystem)
X
(only active)

Criticality

(except Exrequisite)

Life cycle

Only structural

Discovery approaches
VMA
SRM
MXS
X

X

X

X

X

X

X

X

X

X

X

X

X

(except
(except
resource) resource)

PA

(only
Prerequisite)
(only
resource)

Table 3: Dependencies characteristics versus Discovery approaches

5.2 Dependencies models
Dependencies in software systems are typically represented by means of Component Dependence
Graph (CDG), Dependency Structure Matrix (DSM), Incidence matrix or other graph/matrix-based
model inspired to the previous mentioned.
A Component Dependence Graph is a graph where nodes are software components or systems and
arcs are connections between components (e.g. RPC, message exchange, etc..). Arcs are labelled
with an identifier and weighted with the probability that the connection it represent is executed, that
is the dependency is activated. These probabilities can be computed in different ways, for example
as suggested in [15]. The CDG can be represented using an adjacent matrix called component
dependence matrix (CDM). In [16] the authors use CDG to model dependencies (discovered both
by static or dynamic code analysis) and to support change impact analysis in component based
systems. In the specific the authors define a Reachability Matrix that is obtained from the CDM
computing, for each couple of components, the probability to be reached by a cascade of
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invocations. The RM is therefore used to compute the system's change ratio due to a change in one
or more components. This ratio is fundamental in impact analysis.
In [14] authors propose to use CDG to define a multi-dimensional graph base representation
(through matrix) of dependencies of each component versus the remaining system's components.
Using their approach is possible to evaluate impact of system changes such as the integration of
new subsystems/components.
In [17] the authors propose a tool that use Dependencies Structure Matrix [18] representation for the
management of inter-module14 dependencies. The proposed approach is based on conventional static
analysis to extract software components dependencies.
Also in [19], [20]and [21] the authors proposed to model dependencies using a direct graph. The
graph is used as a common model to compute dependencies metrics and to evaluate impact of
changes. The proposed studies differ for the system features that induce dependencies and for the
type of system considered (CBS or SOA).
In [25] the authors use a graph model of functional and resource dependencies. Their proposal is a
graph-based dependency management model, for dynamically configurable component based
systems, to address the problem of QoS-enforcement of service delivery demand and to maximize
the system performance in dynamically varied resource availability systems.
The proposed solution integrates the management of inter-component functional dependencies,
including consistency checking and automatic system configuration, as well as QoS-aware resource
dependency management.
In [9] the authors identify the problem of discovering dynamic dependencies among web services
and they propose a solution for the automatic identification of traces of dependent messages, based
on the correlation of messages exchanged among services. Dependencies are represented through a
probability dependency graph.

5.3 Coupling assessment
Contextualizing the above mentioned research results in our dependencies classification emerges
that is possible to represent, by means of a common model, the presence or the absence of a certain
dependency characteristic for each component/system versus the other components/systems
(solutions inspired to [14] can be applied). CDG and CDM are the starting point for impact
analysis, vulnerability analysis and system complexity analysis.
From the study of the dependency analysis literature emerged the proposal of different
methodologies for change impact analysis and related metrics, that quantify the system complexity
and dependency degree. The more interesting are described in the following.
Wang et al. [26] proposed a method base on dependency and entropy analysis to study the evolution
of system based on Service Oriented Architecture. Their work is focused on the identification of
dependencies and the analysis of impact to a service-oriented system. Specifically, the work
consider two types of issues: the evolution issue caused by dependency changes, including adding
and deleting services or functions as well as adding or deleting dependencies; the evolution issue
caused by model correspondence changes, including adding, deleting, modifying, and refining the
information model elements. For these changes to the system, the effects need to be measured and
evaluated.
14The concept of software module used by Sangal et. al is the same of software component we used in this document.
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Wang et al. propose service dependency and information entropy based impact analysis on service
oriented system evolution. Dependency analysis mechanisms are applied in order to derive
information from service dependencies to measure the relative importance of the service in a
Service-Oriented system. For instance, a service with a higher service dependency degree is more
difficult to change than a service with lower dependency degree.
Moreover, combining information entropy with dependency analysis to measure the service and
system entropy and to examine the change effect based on the entropy change.
However the limitation of the paper is that they consider only dependencies due to message
exchange and the method is not appropriate for the generalization in a multi-layer context. Starting
from the definition of information entropy they define: the entropy of a system element; the entropy
of a dependency defined as the average of the entropy of the system elements; the entropy of a
service defined as the sum of the entropy of incoming and outgoing dependencies; the entropy of a
system defined as the sum of the entropies of the services. The positive feature of entropy is that it
is a value in [0,1] and that the variation of the entropy give a measure of the impact of a change.
Gill and Balkishan [19] studied metrics that may help in controlling the complexity of the
component-based systems. Their paper introduces two component-based metrics, namely,
Component Dependency Metric (CDM) and Component Interaction Density Metric (CIDM), which
measure the dependency and coupling aspects of the software components respectively. Graph
theoretic notions have been used to illustrate the dependency and interaction among software
components for four cases studies. In the specific dependencies are represented using an oriented
graph G= (N,E) where vertex are software components and edges are dependencies (e.g. path)
between components. For a given component the dependency value is given by the sum of number
of path toward all the other components. The CDM metric aggregates the dependency value for
each component using the simple sum operator and the value is normalized (in [0,1]) respect the
maximum possible value (CDMmax) obtaining the complexity of the system in term of dependency,
defined as DOCM=CDM/CDMmax. The other metric is the CIDM defined as the ration between
the total number of direct interactions and between components and the total number of
components.
Sharma et al. [20]propose an approach similar to [19]. They propose metrics to evaluate the
complexity of a component based systems represented using a graph G=(N,E) defined as above.
Also the dependency of a component is defined in the same way. The metrics proposed are: the
Incoming Interaction Density (IID), the Outgoing Interaction Density (OID), the Dependency level
(DL) and the Average Interaction Density (AID). IID, OID and DL are defined both for components
and systems, while AID is defined only for a system. Software components are elements with
parents and child. The Dependency level of a component is the sum of child components. IID of a
component is the ratio between the sum of all required services for the component and the sum of
all provided services from parents of the component. OID is defined as the ratio between the sum of
required services of child of the component and the sum of the provided services of the component.
IID and OID of the systems are the average value of IID and OID over all the components.
Finally, Wang et al. [21] propose an approach to measure the criticality of a service in a Service
Oriented system. The authors considered composed web services and dependencies caused by
different factors: process dependencies, semantic dependency, message dependencies and not
functional dependencies. The proposed approach can be easily extended to a generic service
oriented system, where services are also related to platform and infrastructure functionalities. Wang
et al. describe the system dependencies with an oriented graph G, where nodes are elementary of
complex services and edges are dependencies. The approach consider both intra-service relation,
that is the relation among the service components of a complex service, and inter-service relation,

46
that is the relation among complex services. The inter-service dependency value in evaluated
considering the inter-service relation and the intra-service relation that propagate the effect of a
direct dependency to other system components producing second or higher order dependencies. The
authors propose two indexes, the Intra-service dependency value ID, that is the number of internal
dependencies in a service, and the Inter-service dependency value ED for a couple of complex
services x and y, where y depend on x. ED measures the number of unique chain of dependencies
between the composing services of x and the composing services of y. Higher the ED value for a
dependency that relate x and y and more critical is the role of x in the relation. The ED values
computed for a service x and all its dependency relations can be aggregated in a measure named
cohesion and give a measure of the complexity of a service.

5.3.1 Intra-/Inter- service raltion based analysis
Because its flexibility and independence on the nature of the dependency we chose the method
proposed in [21] as a best practice to analyse a specific case study.
The notation we will use is the following. si is the service provided by system i and si={ Si,j } where
Si,j indicates the service j participating in the composition of service si. Si,j is an internal service of
system i. For example SWU,IP is the IP networking service of the WU. The symbol “→” represent the
dependency relation between si and sj and the expression si → sj means that service sj depend on
service si. A service Sij depends on a service Shk (Sij→Shk) if Sij, to complete its task, needs data,
computation or functional support from Shk. h and i could be the same system, in this case we talk
about intra-system dependencies, or could be different systems, therefore we talk of inter-system
dependencies.
As previosly mentioned the analysis approach is based on a dependency graph model.
A service dependency graph model is a directed graph G =<V, E>, where
•

V is a finite set of services V={si}, 1 ≤ i ≤ n (n≥2);

•

E is a finite set of dependencies among services E= {d1, d2, ..., dm}, and m is the
number of dependencies and m ≥ 1 .

Given a service dependency graph model G and two services,
Dependency Matrix M =[mij ] , 1 ≤ i , j ≤ n where:

si → s j , we define the Service

•

mij = ID (s i)

•

mij = ED(si , s j ) if exist a dependency d ∈ E
si , s j ∈ V

•

if i=j. ID is the Intra-Dependency value for service
such that

si ∈ V ;

si → s j

and

Otherwise mij =0 .

ID(s i ) represents the total number of intra-service relations for service s i and ED (s i , s j )
represents the number of external service relation for si . ED (s i , s j ) counts for first order and
higher order dependencies due to internal dependencies of s j . ED (s i , s j ) gives an idea of
how much service sj depends on sj. The criticality of a service si is inversely proportional to the
ED (s i , s j ) value. A general example of dependency matrix M is the following:
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s1
s1
s
M= 2
⋯
sn

[

s2

⋯

ID 0 ⋯
0 ID
⋯
⋯
0 ED
⋯
0 ED

sn −1

sn

ED 0
0 0
⋯
ID ED
0
ID

]

Let us now discuss how to compute ED and ID. Given a service si , ID (s i ) depends on the
intra-service relation matrix P i , that describe the inter service relations for si . In the same
way, given two services si and s j , ED (s i , s j ) depends on the intra-service relation matrix of
s j and on the inter-service relation matrix Q ij describing the inter-relations between the two
services.
P i and Q ij can be computed as in the following. Given a service dependency graph G, two
services si , s j ∈ V ,i ≠ j and a dependency d ∈ E such that si → s j . We define:
P i =[ p hk ] , 1≤ h , k ≤ n i the intra-service relation matrix for service
p hk =1 if Sih → Sik; otherwise p hk =0 .

•

si ,where

Q ij =[ q hk ] , 1 ≤ h ≤ ni , 1 ≤ k ≤ n j , the inter-service relation matrix for
dependency d between si and s j . q hk = 1 if S ih has a relation with
S jk ; otherwise q hk =0.

•

Determined the intra-service relation matrix it is possible to compute ID (s i ) as in the following.
Given a service dependency graph G, a service s i= { S i k }∈ V , 1 ≤ k ≤ n i and the intra-service
relation matrix P i =[ p hk ] , we define the Intra-Relation as follows:
ni

∑

IR(S ik )=

p kl

l =1,l ≠ k

IR represents the number of services S lm that relate to element S hk within a service.
Aggregating IR values we obtain Intra-service Dependency valu 61e as follows:
ni

ID (s i )= ∑ IR(S ij )
j =1

ID (si ) represents the total number of intra-service relations for this

For a given service si,
service.

The inter-service relation value ED (s i , s j ) for each couple of services is determined by the
following procedure. Given a service dependency graph G, two services s i , s j ∈ V ,i ≠ j , a
dependency d ∈ E such that s i → s j , the inter-service relation matrix Qij and the intraservice relation matrix P j , we define the Inter-Ralation for S ih as follows:
mi

ni

k=1

l=1

ER ( Sih , s j)=∑ q hk ∑ pkl , for all 1 ≤h ≤ ni
where q hk ∈ Qij and

pkl ∈ P j
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ER (Sih , s j) represents the number of external service elements that relate to S ih . Aggregating
ER we define the Inter-service Dependency as
ni

ED (s i , s j)=∑ ER( Sij )
j=1

ED represents the number of external service relation for s i .
Now we have all the elements to compute the service dependency matrix M. A measure that
aggregates IR and ED for a given service, summarizing the dependency level on the remaining
services in the system is the cohesion, defined as follow:
C ( si ) =

n

(

1
IR ( s i )+∑ ED ( si , s j )
ni
j=1

)

is the cohesion of a service si given a dependency matrix M.
The above measures of dependency can be used, for example, to evaluate the impact of a failure on
a system component.
For a given service si={Si,j}, j=1..m, we define a service failure vector C=<c1,c2, ..., cm> in which cj
= 1 represents a failure of the of service Si,j , otherwise, in normal working conditions, cj=0.
The map of intra service relations for a service si allows to determine the internal propagation of a
failure. For example if we have si={Si,1 Si,2 Si,3 Si,4} and Si,2 →Si,1 and Si,4 →Si,2 a failure on Si,1
propagates on Si,2 and Si,4. Therefore a failure on Si,1 is described by the following failure vector C=
< 1, 1, 0, 1>
Given a service dependency graph G, two services s i , s j ∈ V , i ≠ j , a dependency d ∈ E
such that s i → s j , and a failure vector C for s i the change impact effect for s i → s j is
denoted as follows:
m

I (s i → s j )=

1
∑ (c IR (S ik )+c k ER( Sik , s j ))
m k=1 k

where m is the number of services composing .
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6 Examples of Metrics
In this chapter a series of examples is presented to show some application of the general concepts. It
is worth stressing that each organization should develop its own performance indices and apply the
general procedure.

6.1 Single component dependence at topological level
Usually a real ICT service, provided by a private or public entity, consists in distributing
information from many emitters to many receivers. In this case, the previous definitions of metrics
can be applied in different ways.
The simplest means consists into defining a Quality of Service function Q and evaluating its
perturbations upon removal of the different components. A possible choice is to define Q as the
fraction of mutually reachable nodes:
def

Q=

∑ χ ij( pert )
ij

N ( N −1)/2

(52)

where N is the number of mutually reachable servers for the full operative system and χij(pert) is the
binary metric index for the mutual reachability of servers “i” and “j” under the perturbation. In
other words Q represents the fraction of mutually reachable pairs upon perturbation. Again when
the system is N-1 robust removing just a node is a trivial case. If the N nodes should all
communicate each other:
(N−1)( N −2)
( N−2) 2
=1−
=
(53)
N ( N−1)
N
N
The only traffic lost is that to and from the unreachable node. The former value Q(k)=2/N
represents the trivial relative quality of service loss, when a node unreachability induces a larger
QoS degradation the node represents a point of weakness of the system. The system exhibits an
overall single point vulnerability to be taken into account when evaluating the opportunity of
deploying a service on it.
Q(k )=Q1 =1−

Based on the vitality of the service to be provided, an N-1 robustness may be adequate or not, but
generally speaking a more robust infrastructure is mostly preferable. It is worth noting that the
design of a system (either proprietary or outsourced) for service deployment does not relate to its
robustness only. Non redundant system are usually less expensive to build and to maintain and they
may suffice to the scopes. Moreover the mere robustness, as defined above, does not tell the whole
story and to correctly plan a business a cost benefit analysis is often required. To perform such
analysis, an expected loss must be introduced based on the probability of a component reachability
(that is on the reliability of that component) an the cost to enforce it. The product of the two gives
the average expected loss to be compared with the cost for the enforcing and the maintenance of the
infrastructure redundancies.
Cost benefit analysis are useful means to take decisions when economical issues only are involved.
In the general case, when also human casualties or lost in public trustworthy are possibly foreseen,
the system architecture should be optimized constrained by the allocated budget. The cost benefit
analysis is typically employed by the private companies, while the optimization at fixed budget
should be employed by the public administration. The situation in the real world is usually more
complicate and public administration have to deal with more restrictive constraints, such as the antitrust laws (so that for public administration a single provider is not acceptable) and the principle of
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“traceability of liability” that may forces information routing unnatural mechanisms. Those
mechanisms are very complex and dominant and in fact in the Italian SPC (Sistema Pubblico di
Connettività) has been implemented based on those two main requirements keeping the security as a
side issue. To the best of our knowledge the cost benefit analysis or the security optimization at
given budget are never applied in the real public service deployments. This is probably due to the
difficulties in estimating the probability of undesired events and their impacts on one side and on
the poor awareness of the available techniques on the other.
Q(k) represent and index of service dependence on component k. This index may be improved
providing a weight to each data exchange involved by the service. Each requested data exchange
(let us call it query) is defined by a triple: a source, a destination and a weight. The weight may
represent the importance of the transmitted data, their length or other qualities:
q k =def (sk , r k , wk )
s(qk )=sk
r (qk )=r k
w(qk )=wk

(54)

The requested service will be the collection of all queries:
R= { q1, q 2, ... , q∣R∣}

(55)
The requested service may be decomposed according to the origin and the destination of the data to
be transmitted:
Ri , j={ q : s (q)=v i∧r (q)=v j } ;

(56)

By that means one can obtain a total weight for the requested service from the i-th to j-th server.
def

w ij =

∑

q ∈R i, j

w( qk )

(57)

Now we can improve the previous dependence definition by accounting for the different relevance
of the server pair connectivity:
def

QoS= ∑ w ij χ ij
ij

(58)

Where wij are the previously defined weights and the χij represents an index for the i-th and j-th
servers mutual reachability.

def

Q=

∑ wij χ ij
ij

∑ wij

(59)

ij

In this case the inoperability of a single server leads to different values of the metrics, depending on
the relevance of the server's connection.

∑ (w ij+w ji)
Q(i)= j
∑ w ij
ij

(60)
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There are many different weights that can be assigned to the queries, a possible choice is the
importance of the message, that is the impact induced by its potential loss. An other possible choice
is to rely on the fares applied to the user querying the service or conversely the penalties to be
applied in case of deny of service. Again it depends on the flavor (ie the perspective) we want to
confer to the metric, that is the quantity the metrics is intended to measure.
An other important quantity is the amount of service not provided by a server when an other is
unreachable. This is an other index of the dependence of server j on server i:
Q j (i)=

w ij +w ji

∑ w kj+w jk

(61)

k

Again the higher the traffic to the node i the higher the dependence on it. Unitary Q means that all
queries at server j require data from server i. Null Q means that no query at server j require data
from server i. When the infrastructure is not N-1 robust the inoperability of a server reflects on
several communication (not just those originating or ending at it) and to evaluate the χij (pert)
requires the analysis of routing strategy and network topology.
Most of the backbones of the main carriers (or incumbent asset owners) are N-1 robust (or more);
that is the system may adapt the loss of any component, even the very large and expansive ones.
Single component analysis in this cases lead to very simple results. Nevertheless multiple faults are
also accountable for and providing one can resolve the routing process, the former metric can
measure dependence on each server.
Routing is a broad sense term referring to the process of selecting paths in a network along which
to deliver a commodity. Routing is required for any type o delivering including real transportation
of goods and people. In the ICT sector several different services employ different routing
techniques and strategies and the routing is attributed specific names: the routing for the telephone
network is often named “Circuit switching”; the internet (or other data exchange networks) employ
ip-routing (or simply routing), and for transportation networks one talks of “traffic routing”
properly. Nevertheless most of the terms are usually employed as synonyms. Due to the advent of
the packet-switching technology in the ICT sector, almost all communication take place through
that means.
In packet switching networks, the routing process allows packets forwarding from their source to
their destination through transit nodes (hardware devices: routers, bridges, gateways, firewalls, or
switches). Routing takes place at both the data link level and the IP level. At IP level the routing is
implemented by means of “routing tables” that tell each server who to transmit a message with an
assigned final destination, that is each server does not need to hold the complete information on the
path followed by a packet but just the next step in the chain. The routing strategy consists into a
global set of rules devised by the owner of the net to optimize the routing process. The enforced
strategies can be static or dynamic and the resulting route can be unique, deterministic (but variable)
or stochastic. The reasons that drive the routing process at IP level can be different. They mostly
relate to the internal organization and the commercial agreements with carriers that provide the
physical connectivity. On the other hand, the routing process for the asset owner is designed to
provide the optimal service to customers and therefore to the optimization of the flows. As a result
of the two different processes the packets may follow very articulate paths with apparently no logic.
As an extreme example one may consider the case of a worker of a private company that has to
send a message to a customer living a block away in the same street. The worker will first
authenticate on the VPN (Virtual Private Network) of the company he or she works for, than the
sending process will start consisting of submitting the message to the mail server of the company
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for being forwarded to the customer. In the first step (authentication) the carrier (or carriers)
providing the physical connection will route the packet at data link level to the computer devoted to
the authentication process (that may even lay in an other country); in the second step the mailer
will be reached following the paths foreseen by the internal organization of the VPN; the mailer
will resolve the address according to the local authority organization of the DNS; the packets
belonging to the message will be forwarded to customer's mailer (that may lay on totally different
nets); from the customer's mailer it will be send to the customer ISP; the ISP will possibly employ a
proprietary net or may require a further support by a carrier. As can be seen, the packets may travel
a lot to move just from a block of a town to an other. To evaluate dependencies one needs to
conceptualize the whole process, to partition it into a set of simple steps (sub-processes) that can be
ascribed to a defined set of components and clarify the role of each of them. The former is a
formidable (yet necessary) task to be performed to achieve significant analysis and to provide useful
metrics. Nevertheless simpler analyses can be performed focusing on the different elementary
routing processes.
Let us focus on the routing problem from the perspective of a incumbent carrier. The company
owing the asset is supposed to provide connectivity to the customers. As discussed earlier the total
demand of the customers can be quantified according to different purposes. Which ever its origin,
the total demand from the users will be a total amount of packets to be dispatched among a set of
data centers. There are many mathematical algorithms that may help to find an 'optimum' routing
strategy. Depending on the goal and the net governance capability different routing strategies are
achieved.
One of the simplest problems to deal with is to evaluate the largest amount of information that a net
allows to convey (in a fixed time) from an assigned source to an assigned destination. This problem
has been widely studied since the first half of twentieth century; it falls under the general class
named “Maximum Flow”

6.1.1 Flow Networks
In graph theory a flow network is a directed Graph which weights at edges are the capacities
(positive numbers) and nodes exchange a quantity through links thus forming a flow. The
capacities represent the maximum amount of flow an edge may convey. The exchanged quantity
must satisfy the conservation constraints at each node: that is the total amount of flow into a node is
null, except when it is a source, which creates the quantity and has an excess outgoing flow, or a
sink, which destroys the quantity and has excess incoming flow. Flow networks can be used to
model traffic on roads or highways, fluid flow in a system of pipes, currents in an electrical circuit,
or any network where a conservative good is exchanged. Under certain hypothesis, the
telecommunication network may be treated as a flow network: the exchanged quantity to be
exchanged is the information, the flow corresponds to the data flow on the physical wires (or
wireless channels) that represent the arcs and their maximum bandwidths represent the capacities
(bandwidth capacities); moreover almost each node may be a sink or a source. To be more precise,
in the general case, one may abstract a communication infrastructure as a set of N(N-1) flow
networks where each pair of nodes is selected as sink and source.
The IP flow represents the commonest type of flow in the ICT networks. Any piece of information
(such as a message or VOIP) is decomposed into several packets of the same size which contain a
header with the following information: source and destination IP addresses; source and destination
Ports; a string to define the employed protocol. For the TCP protocol a feed back mechanism is
enforced for notifying of reception. Therefore, the UDP protocol requires a one direction flow,
while TCP requires a bidirectional one.
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To the sake of clarity hereby we will refer to bandwidth (or consumed bandwidth) when talking
about the amount of bits per second (hertz) flowing in a communication channel and to bandwidth
capacity (or simply capacity) when talking about the maximum amount sustainable by a channel.
Evidently the consumed bandwidth is always less than the capacity of a channel and therefore the
constraint of the flow network is fulfilled. Concerning the conservation of information at internal
nodes (not the sink, neither the source i.e. the destination and the origin), providing the memory
buffer at nodes are large enough the conveyed information in the communication networks is
conserved.
Finding the maximum information conveyable by an infrastructure is therefore equivalent to find
the maximum flow in a flow net. The value of the maximum flow is provided by the “Max-flow
Min Cut” theorem.

Max-flow min-cut
In optimization theory, the “max-flow min-cut theorem” [5] states that in a flow network, the
maximum commodity flowing from the source to the sink equals the minimum capacity of a cut
disconnecting the sink from the source.
The max-flow min-cut theorem is a special case of the "duality theorem” and can be used to derive
Menger's theorem and the König-Egerváry Theorem.
There are several algorithms to find the maximum flow in a net; they span from the original Ford–
Fulkerson algorithm (that involves a LN2 complexity) to more complicate (yet less complex)
algorithms such as the Dinitz blocking flow algorithm with dynamic trees [22](that involves a
log(N) complexity).
As already mentioned the quality of service depends on the total traffic flowing in the network. One
of the quantities that may measure the performance of a net is the maximum flow between two
nodes. When the service in mainly based on transmission between those two nodes, that could be a
good performance index. Coming back to the general problem of an infrastructure low optimization,
in that case the problem is not to maximize a special flow from a node to an other but to allow the
demanded flows from any pairs of nodes. From the net flow point of view the problem can be
mapped in the so called “multi commodity flow problem”.
The multi-commodity flow is a network flow with multiple commodities or concurrent flow
demands between different source and sink pairs. On an assigned flow network (V,E), where edge
(u,v) has capacity c(u,v), M different homogeneous commodities (a 1, a2, … aM) are conveyed. Each
commodity is defined by a triple consisting of a source s i a sink ti and an amount of commodity ci to
be conveyed). Solving a multi-commodity flow problem means to find a set f m(u,v) of flows along
edge (u,v) for each commodity m that satisfies the constraints:
Capacity constraints :

∑

m=1,M

f m (u , v)≤c(u , v)

symmetry :f m (u , v)=−f m (v ,u)
flow conservation: ∑ f m (u , w)=0 for u≠sm , t m

(62)

w∈V

demand satisfation: ∑ f m ( s m , w)= ∑ f m (w , t m)=am
w∈V

w∈V

Any flow satisfying the former constraints represent a feasible solution. This implies that the
available infrastructure is adequate to the customer demand.
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Many different object functions can be further introduced. The minimum cost (Fc) (of the multicommodity flow), is achieved introducing a cost a(u,v) function for sustaining (or buying) flow on
each (u,v) connection. The cost may include cable deposition and their maintenance, the devices
located at the nodes etc or may be just the price payed to the incumbent asset owner. In this case,
the optimum problem consists into minimizing the total cost function (given the constrains above):
Fc =

∑

(u , v)∈ E

( a(u , v ) ∑ f (u , v ))
i=1,k

i

(63)

In other cases no special demand is assigned and one want only to evaluate the net performance. In
this case a simple maximum multi-commodity flow (F) is optimized:
F=

∑ ∑ f m (s m , w)

(64)

m=1, M w∈V

This is not specially useful for real systems optimization, but provides an index for the net
capability.
In other cases one wants to minimize (and distribute) the customers' inconvenience, in those cases
the concurrent flow (FCC) is to be minimized; the concurrent flow represents the sum of the
fractions of each commodity flow to its demand:
F cc= min

[∑ f

m=1, M w ∈V

m

( sm , w)/a m

]

(65)

A weight on the commodity can be further included to account for the relevance of the commodity.
It is worth stressing that the problem of finding an integer flow solution to the multicommodity
problem is “NP-complete”, while fractional flows may be achieved by linear programming. For a
wide discussion of the problem see [23]. Approximate solutions can be achieved by any
optimization tool.
As a generalization of the previous problems, hybrid object functions can be introduced balancing
customers' satisfaction (or the income it induces) and costs. In principle any object function can be
introduced. The multi-commodity flow analysis can be used for business planner purposes or to
evaluate the dependence on specific components. In fact, coherently with the general definition one
may employ the F as performance function and F/F0 as QoS, thus quantifying the effects of any
component removal, that is the dependence of the service on that component.
Incumbent carriers (such as the MOTIA partner Telecom Italia) do perform real time optimal
routing calculations to grant service continuity to customers. Telecom Italia names the enforced
strategy “Fast Restoration”. Details of the different employed algorithms are kept private by those
enterprises as they may represent a commercial advantage with respect to competitors. More
importantly a deep knowledge of the dynamical routing mechanisms may easy deliberate attacks.
Generally speaking the simplest way to achieve a prompt alternative routing upon a connection lost
in the backbone is to provide each center of specific “contingency routing tables”.
Due to the lack of real data, we are not able to provide applications to realistic test cases.

6.2 Epidemics
A node of a net may experience a fault for many different reasons. Hazards, aging and human faults
represent very common origins of faults. As stated many times in the text, the fault may also have a
software origin. As a variation to the hardware fault, soft faults are not confined to a single single
machine affected by the undesired event, but propagates to others.
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The simplest example of software fault is the human insertion of wrong data. Upon data
communication the wrong value spreads to all applications and humans employing them. In same
cases the data transmission occur as a consequence of deliberate queries, but in other cases the data
are diffused automatically to other computers that are supposed to use them. The typical example of
the first case may be represented by a newspaper on the net , while the second may correspond to a
telenews broadcast. The deployed data may also be part of more important services such as in the
case of the errors on public registers that may result in tremendous problems. In particular
deliberate changes in the public registers or any table devoted to the IP resolving process may
undermine the confidentiality of data. The Domain Name System (DNS) represents one of the most
important services in the internet. As such it represents an elective target for malevolous attacks and
therefore a vulnerable point of the whole system.
As can be see by the previous examples, the poisoned information diffuses along different nets as
the diffusion mechanism is different. When a false information is downloaded from a site it passes
through a (possibly huge) set of servers and devices which are not affected by the transit.
The previous examples do also extend to old (yet still active) ICT means such as the ordinary mail
or the “pass the word”.
A special type of poisoned information is represented by the “malware”. The malware is wide term
indicating undesired executable codes having the capability to run on platforms against the will of
the owner. As for the previous examples, malwares usually pass through several devices without
compromising or even perturbing their functionality. Typical means by which viruses diffuse is the
e-mail service or site downloads. To contrast the effects of dangerous malware, institution of
different types have been endowed with Computer Emergency Response Teams (CERT). The
CERTs form a network to devote coordinated efforts and provide mutual assistance. Large Software
producers continuously provide patches to the Operative Systems and to their software to deal with
novel attacks and malwares.
Each malware exhibits its own propagation mechanism and therefore the topology of the net where
it propagates is not universal. The knowledge of the internet topology at AS level or at physical or
IP level, does not allow to infer the topology of the net the malware propagates on. When the
malware propagates by e-mail the topology of the social links is typically involved in the
propagation.
The net topology highly influences the epidemics of the malware. The few notes reported here just
represent a brief presentation of the basic ideas, the reader may refer to D. J. Daley and J. Gani
book [24] for a wide treatment.
Epidemics have been studied regardless of their application. One of the first milestones was posed
by W. O. Kermack and A. G. McKendrick in 1927 that introduced the so called “SIR model”. Their
original model represents the basis for several analytic extensions. At each time, the possibly
affected “population” (in our case computer) is divided into three group corresponding to three
different states of each member: susceptibles ( S(t)),infected ( I(t)) ie those that may possibly
experience infection; infected ( I(t)) and refractory or Recoverd (R(t).
Susceptibles are the members of the population (in our case physical devices) that may
potentially host the infection but are not yet infected by the malware (in the original version
the desease) at a given time t. The number of such members at a given time t is indicated by
S(t).
Infected I(t) are the members of the population hosting the infection and potentially capable
to spread it. The number of components belonging to such a category at a given time t will
be indicated by I(t).
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R(t) is the compartment used for those individuals who have been infected and then
recovered from the disease thus acquiring immunity. The number of components belonging
to such a category at a given time t will be indicated by (t).
The three categories correspond to the three possible states of a single member: S, I and R. It is
worth noting that susceptible may evolve to infected only and infected to refractory only.

Figure 6: Pictorial representation of the three different states of a computer during an epidemics. S refers to
the "Scusceptible" state (blu); I refers to the "Infected" state (red) and R refers to the refractory or recovered
state (golden).

The simplest model consist into assuming a probability of contagious (malware
propagation)proportional to the number of both infected and susceptible devices while assuming a
recovery rate for the infected:

{

dS
=−β SI
dt
dI
=β SI −γ I
dt
dR
=γ I
dt

(66)

The former equations assume several hypotheses: any susceptible device has the same probability
rate (beta) of being infected by any other; all recovered devices can not be infected twice by the
same malware and the share a common recovery rate (gamma).
When the number of devices is kept constant in the time, the conservation law holds:
S+I +R=cost

(67)

Several conclusions may be driven from the equations, one of the most important is that the
epidemics spreads when beta/gamma S is greater than one; while it exponentially decreases
otherwise. Therefore the epidemic spread depends on the ratio of the two rates involved in the
process:
γ
;
βN
if s0 represents the initial fraction of susceptible nodes, s0=S/N.
def

R=

( )

(68)
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def

Rth =

γ

( β N ) =s ≤1
th

0

(69)

When R is less than one (the infection rate dominates the recovery) the infection spreads; while for
R larger than one the infection is limited.
Depending on the topology of the net, the infection rate may diverge with the size of the system or
not; if the infection rate tends to vanish for large N, that is if the number of contacts among
members is kept finite, the threshold remains finite; whereas, if the number of contacts grows with
the size, the threshold vanishes and the infection spreads regardless of the recovery rate.
It is worth noting that the former equations represent a deterministic evolution of the number of
members in a status. Models of such type are often referred to as “deterministic models”. Similarly
to the Poisson decays, the deterministic equations represent an average behavior that mimics the
microscopic one, when the number of members tends to infinite, the average quantities tend to
reduce their fluctuations and the deterministic models are expected to work.
The SIR model represents a prototype of all deterministic models, several variations can be
introduced depending on the problem one is facing. If the recovery process brings back to a
functioning but susceptible state, that is if immunity is not achieved upon healing, the model
reduces to a two population system and it is consistently named SIS. When the population is
constant, this simple model is described by a single equation:
dI
2
=−β I +( N β−γ) I
(70)
dt
Or suitably scaling the time (tau=t beta):
d
i( τ)=i( τ )2+(1−γ/β N )i( τ)
(71)
dτ
The former equation has two different stable equilibrium points, one for all healed (susceptible)
members for (R >1) and one with a finite fraction of infected members. In the first case the
epidemics extinguishes, while in the second case it becomes “endemic” and the infected population
exhibits an average stable value:
i eq=I eq /N =1−γ /(β N )=1−R
(72)
As for the SIR model, R represents the “order” (or regulatory) parameter. The model is exactly
soluble
i(t)=

i 0 i eq
i 0+(i eq −i 0) e−(β N−γ)t

(73)
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Figure 7: Typical evolutions of a SIS epidemics. The infected fraction of population is shown as a function of time for
two different systems beyond (R=1.1) and below (R=0.2) the threshold.

Figure 7 shows the typical behavior of two systems below and beyond the threshold. When the
infection rate is larger than the recovery rate, the system experiences an exponential growth
followed by a saturation; the epidemics never lasts and the average infected populations achieve an
asymptotic value. On the other hand, when the infection rate is smaller than the recovery rate a
simple exponential damping is observed and the system and the epidemics is eradicated.
An other possible variation to the SIR model consists into introducing an intermediate state where
the member is infected but not contagious yet; members in this additional state are named Exposed
(E). At this stage the malware exhibits a “latency time” during which it is inactive but already settle
down; in the human disease allegory this corresponds to the stage when the member of the
population has been already effectively Exposed (E) to the infection that is not exploded yet.
Models involving such a further phase are named SEIR.
Small size systems can not be treated at deterministic level as the fluctuations around the average
behavior are significant and stochastic models are preferred. In other words, the properties on
trajectories may significantly differ each other. The under-laying stochastic process is a Markov
continuous process with transition probabilities given by the following equations:
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{

T {( Ŝ , Î ) →( Ŝ , ̂I −1) }
̂
̂I +1) }
T {( Ŝ , ̂I )→ ( S−1,
̂ → ( Ŝ , Î ) }
T {( Ŝ , I)
T {( Ŝ , Î ) → else }

=
=
=
=

γ ̂I
β S ̂I
1−β Ŝ ̂I−γ ̂I
0

(74)

The averages of the stochastic variables follow the deterministic SIR equations 56:

{

S (t) = E[ Ŝ (t)]
I (t) = E[ ̂I (t)]

(75)

The control parameter of the stochastic process is still the ratio of the infection and the recovery
rates; however in the stochastic approach only probability inequality for the outbreak process can be
derived (see for instance [27]).
Kephart and White proposed that the infection rate ( β ) can be (in the average) approximated as
it were proportional to the average degree of the nodes:
β=β0 〈 deg 〉

(76)

Under this hypothesis the threshold becomes:

( βδ ) = 〈 deg1 〉
0

th

(77)

To move a step beyond Pastor-Satorras and Vespignani [28] observed that the dependence of the
infection rate on the network topology is usually more complex and divided the population
according to their degree. By that means and assuming that the probability of being infect is
proportional to the degree of a node, they obtained a better approximation for the threshold:
deg 〉
( βδ ) = 〈〈deg
〉
0

th

2

(78)

In general the threshold derived by deterministic epidemic equations depends on the topological
properties of the network they represent. A proper discussion of the problem can be found in [3]
Generally speaking one may model the internet as a set of nodes linked by a suited topology.
Disregarding the origin of the connection, in general one may conceptualize the net as a set of
mutually infectable devices. The evolution of the net may be seen as a Markov process where only
linked nodes may change their state due to mutual contagious or self-recovery. Generally speaking
the former model is solvable (as well as its discrete Markov chain counterpart), but solution requires
diagonalization of the transition matrix, consisting of MN xMN components; where M is the number
of states for each device (3 for the SIR model) and N is the number of devices. Therefore
approximate solution have been given to the problem. Among others Wang solution is worth
mentioning that relates the epidemic threshold to the maximum eigenvalue of the adjacency matrix
(possibly endowed with different weights corresponding to a different degree of infectability) .
Following Wang et al. The theoretical threshold may be estimated by that maximum eigenvalue that
corresponds to the proper time for an epidemics to propagate on the net:
δ = 1
β0 th λ max

( )

(79)

Following our general methodology, the estimate of the epidemic threshold allows to introduce a
dependence index based on the variation of the maximum eigenvalue upon a node removal:
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def

S dep (i)= 1−

λimax−λmax−1 λ max−λimax
=
λmax −λ max-1 λ max −λ max-1

(80)

Where lmax and lmax-1 are the highest and the second highest eigenvalues of the adjacency
matrix. Due to the min-max theorem, lambda(i) may assume values only between the maxima
eigenvalue and the second highest eigenvalue; therefore the introduced index lays in the [0,1] range.
As such it fulfills the constraints for our metrics of dependence. We will refer to the former novel
index as “topological spectral dependence”. In this case, the index measures the dependence of the
(estimated) epidemic threshold on a transmission device. When Sdep vanishes, the threshold does not
change upon the node removal and hence the node does not play any relevant role in the epidemics
diffusion; therefore its possible immunization can not mitigate the diffusion process. On the other
hand, when Sdep is unitary the node is central to epidemics spread and its immunization produces
the highest allowed mitigation to the malware diffusion process. Intermediate values correspond to
the partial dependence on a component. The Sdep parameter may provide a ranking for the effectness
of component immunization in a network.
It is worth stressing that the former index (Sdep) represents a new parameter to measure dependence
of a network on its components. The authors and the MOTIA participants in general, have payed
attention to report on established techniques only and, in principle, the (S dep) represents an
exception. Nevertheless it just represents a variation of an other topological index introduced by
Restrepo et al. [30] named “dynamical importance” employed by the authors to measure relevance
on a node with respect to control of dynamical processes on a net. The original index was:
i

λ −λ
(81)
S DI (i) = max max
λmax
that differs from ours for the normalization (Restrepo's index never reaches unitarian values) and,
more relevantly, for its interpretation: in our case it is related to the epidemic threshold while it was
originally conceived for net controllability. For a practical application of the S DI index one may see
reference [31], where the electrical system of the “Roma area” is dealt with.
def

Similarly to the node removal case, one may introduce, an analogous index to measure the
importance of link to the epidemics.
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Figure 8: The spectral dependence of the Italian Internet at AS level. Immunization of the highest
ranked AS does not exceed an 8% improvement of the epidemic threshold. The inset shows the
same ranking in the semi-log scale.

Figure 8 shows the calculated spectral dependencies of the Italian internet at AS level upon
immunization of the different AS. The immunization of the most relevant AS results into a lowering
or the epidemic threshold of about an 8%, that corresponds to an absolute value of about 4%. It is
worth stressing that the immunization of a single AS does not change the epidemic threshold for the
majority of AS.
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Figure 9: Histogram of the Sdep distribution for the Italian internet at AS level. The inset reports
the same data in the semi-log scale.
In the Italian internet (at AS level), as for many scale free networks, the S dep's exhibit a gap between
the highest value and the second highest one. Moreover, the majority of value tend to almost vanish.
This implies that the majority of AS can not slow the epidemics alone, while there are special AS
that could. The Figure 9 shows the histogram of the Sdep distribution for the Italian case, where the
effect is evident.
Apart from analytical models, one may approach the epidemics by means of simulations. Given the
infection and recovery rates and the initial infected nodes, one may evolve the stochastic system
according to the Markov rules. Performing simulations of this type on the Italian internet at AS
level one is left with the typical trajectory or fig. As can be seen the infected nodes initially
increase to achieve a peak value and then decade exponentially. A certain amount of initially
susceptible nodes is never affected by the epidemics. Performing a huge number of simulations
starting from different initially infected nodes, one may evaluate average quantities such as the
totally recovered nodes or the “size of the epidemics” (the total number of nodes affected by the
epidemics).
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Figure 6.1: A typical simulation of an epidemics on the Italian internet at AS level
consisting of 611 nodes. The system may represent a warm propagation. In the
arbitrary unit time the infection rate is set to 0.02 while the recovery (healing) rate is
set to 0.03.
Similarly to the Sdep index, one may introduce other dependence parameter based on the epidemic
size as a performance index.
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6.3 An Analysis of the Italian Backbone
In the present section we apply some topological metrics to evaluate dependence of the total
services provided by two different ISP on their macro components meant as their communication
centers. The examples are meant to expose the methodology introduced in the project, applying it to
simple real cases.
First question to pose is which characteristic one wants to deal with. In the first example it will be
the “coverage” that is the service availability for all users. The term “coverage” is commonly
employed to refer to the capability of a wireless network reach all potential users, that is to allow
wireless communications everywhere in the territory. It is usually measured by the percentage of the
territory where the service is available. In this case it is worth extending the term as we want to
measure how many customers have the service available and how many of the have not it when
some central is lost. That is we want to measure the customer coverage dependence on data center
operability. The former sentences clarify the perspective.
The second step consists into defining a performance index measuring the desired quantity (in the
present case the “coverage”). In this case an index is simple introduced as the number of centers
that can communicate each other. Other more refined indices can be introduced such as the number
of customers pairs that can communicate. If the network consists of N connected data centers, the
maximum value for the former parameter is just the number of pairs C:
C=N ( N−1)/2
(82)
The third step is the introduction of QoS estimator. This is simply achieved normalizing the
performance index by its maximum value:
N (N −1)
C
QoS= =
(83)
C 0 N 0 (N 0 −1)
Where N0 is the total number of data centers. When all the centers are connected each other, the
QoS is unitary (full satisfaction); while when no center can communicate the QoS vanishes (full
dissatisfation).
The next step consists into disturbing the system. A disturbance is a change in the system operating
conditions that implies significant changes in its fuctioning. Since we are dealing with the users
reachability only, the worst conceivable event involving a single center is its total inoperability. If
we were dealing with integrity or confidentiality issues, other events such as intrusions could be
more relevant.
Therefore the simplest single component analysis consists into removing a center from the net and
measuring the new connectivity of the infrastructure. The metric for dependence in this case will be:
2(Connected Pairs of Centers)
Dep(i)=1−QoS(system without the center i)=1−
(84)
N 0 (N 0−1)
As it is evident, the metric fulfills the required constraints defined in section (REFERENCE) as it
ranges the [0,1] interval. If all centers became isolated upon the inoperability of the i-th center (star
topological configuration), no pair is connected and the Dep index reaches the unitary value. On the
other hand, in the trivial case, when the i-th center inoperability influences only users directly
connected to itself the dependence index does not vanish, but reaches a minimum value:
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Depmin (i)=1−

( N 0−1)( N 0−2)
N −2 2
=1− 0 =
N 0 (N 0−1)
N0
N0

(85)

The defined dependence index represents a metric for dependence of the coverage on a single data
center; it allows a ranking of the centers in a net. When the net is “N-1 robust” all the centers
exhibit a common dependence value (2/N) and therefore the single fault analysis is trivial. As an
example of non “N-1 robust” net, the network in Figure 10 has been analysed. This net corresponds
to the backbone own by an emerging ISP as resulted on March 2009. The analysis is not meant to
measure the real net capabilities, but to perform a single component non trivial dependence
analysis. Measuring the real performances would involve the analyis of other characteristics such as
the bandwidth capacities or component reliabilites should be included. Moreover, updated
information on ICT network infrastructure capabilities are always protected by enterprise
confidenciality constraints and therefore by the time we are writing, the network may have been
endowed with further redundancies.
For several reasons that have been widely discussed in the report of activity II, the internet (at least
at AS level) can not be geographically referenced and only its topology can be (partly) inferred by
carefully probing the traffic on the net. An AS is usually geographically distributed and it employes
a net spread on the territory to allow internal communication. On the contrary, the physical
networks (OSI level one or two) can be, in principle, Geographically referenced.
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Figure 10: A simple GIS representation of the backbone of an emerging Italian
ISP, date April 2009. As can be seen, the net is not “N-1 robust”.

The net consists of 30 communication centers and 44 cabled connection pipes. Upon single
inoperability of 23 out of the total 30 centers, the network does not experience partitioning. That is
olny 7 out of the 30 centers represent “cardinal nodes” (nodes which removal induces partitions).
Table 4 reports the resulting values of net dependence on those nodes only.
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Inoperable Center

Connected Pairs

Dependence Index

Number of Parts

TO

756

0.13

3

MI

702

0.19

4

VR

704

0.19

3

TN

756

0.13

3

VE

756

0.13

3

RM

656

0.25

3

PA

704

0.19

3

Table 4: The non trivial node removals of the net in Figure 10. The number of connected pairs, the dependence index
and the resulting number of parts are reported.

Similarly one may measure dependence on physical connections. When a connection is
“redundant”, upon removal of it, there are alternate routing paths and all centers are kept connected.
In that case the dependence index vanishes. On the other hand the are exclusive connection that
exhibit non trivial values. Table YY reports non trivial values only. Only six out of the 44
connections are essential. The related links are named “bridges”.
Inoperable Connection
AO-TO
VA-MI
MI-CO
TN-BZ
VR-TN
VE-TS

Connected Pairs
812
812
812
812
758
812

Dependence Index
0.07
0.07
0.07
0.07
0.13
0.07

Size Part I Size Part II
29
1
29
1
29
1
29
1
28
2
29
1

Table 5: The dependence of the backbone connectivity of Figure 10 on its cable connections. A connectivity based
dependence index is reported for non trivial connections. The connections are indicated by the acronyms of the city they
connect. The sizes of the resulting disconnected parts are also reported.

As already mentioned, the backbones of the incumbent ISP providers are “N-1 robust” and hence
the previous analysis lead to totally trivial results, as no connection is relevant and no central
nfluences the others. In that case a second order analysis is required. One has to remove pair of
nodes or links and observe the resulting QoS. The former analysis has been performed on the
backbone of Telecom Italia, which network in shown in Error: Reference source not found. Table 5
reports dependence index on pairs of inoperable centers for non trivial cases. The other pair
removals lead to a dependence basic dependence index :
(N −2)( N−3)
Dep 0=1−
∼0.09
(86)
N (N−1)
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Center
TO
PD
VR
PI
RM-S
RM-S
RM-S
RM-S
RM-I
RM-I
PE
NA
NA
LAME
LAME
LAME
LAME
PA
PA
CT
POME

Center
GE
VR
TN
RM-S
RM-I
SS
CIVI
GR
BA
CA
BA
LAME
SCAL
PA
CT
ME-S
SA
CT
ME-N
SCON
GR

Pairs
Dependence Parts Size I Size II
1640
0.86
4
1
1352
0.72
4
1
1640
0.86
4
1
1488
0.78
4
1
1562
0.83
4
1
1640
0.86
4
1
1640
0.86
4
1
1562
0.83
4
1
1640
0.86
4
1
1640
0.86
4
1
1640
0.86
4
1
1562
0.83
4
1
1640
0.86
4
1
1562
0.83
4
1
1418
0.75
4
1
1640
0.86
4
1
1640
0.86
4
1
1640
0.86
4
1
1640
0.86
4
1
1640
0.86
4
1
1640
0.86
4
1

Size III
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Size IV
1
5
1
3
2
1
1
2
1
1
1
2
1
2
4
1
1
1
1
1
1

41
37
41
39
40
41
41
40
41
41
41
40
41
40
38
41
41
41
41
41
41

Table 6: The non trivial removals of pair of data centers for the Italian Backbone. The dipendence index, the different
sizes of the created islands and the resulting number of connected pairs are reported.

It is worth noting that only 15 cases out of 942 possible pair removal lead to additional lost of
center connections. This means that the infrastructure is 98.5% “N-2 node robust”.
Performing the same analysis on connection pair removals one obtains no connection lost for all but
16 out of 5460 possible cases. This means that the net is 99.7% “N-2 links robust”. The 16 special
cases are reported in table AA
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link
TO
SV
BZ
TN
RM-S CA
RM-S CA
RM-I
SS
RM-I
NOLA
RM-S POME
RM-S POME
PE
FG
NA
SA
NA
SA
LAME ME-N
LAME SCAL
PA
MAZZ
CT
LOCR
CIVI
GR

GE
BZ
RM-I
SS
SS
NOLA
CIVI
CIVI
BA
LAME
SCAL
ME-N
SCAL
CT
LOCR
CIVI

link
SV
VR
SS
CA
CA
BA
GR
POME
FG
SCAL
SA
ME-S
SA
MAZZ
SCON
POME

Reachable Pairs
1806
1806
1724
1806
1806
1806
1724
1806
1806
1724
1806
1806
1806
1806
1806
1806

Index

Parts
0.95
0.95
0.91
0.95
0.95
0.95
0.91
0.95
0.95
0.91
0.95
0.95
0.95
0.95
0.95
0.95

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

Size I Size II
1
43
1
43
2
42
1
43
1
43
1
43
2
42
1
43
1
43
2
42
1
43
1
43
1
43
1
43
1
43
1
43

Table 7: The non trivial removals of pair of data centers for the Italian Backbone. The dipendence index, the different
sizes of the created islands and the resulting number of connected pairs are reported.
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6.4 The Web based application scenario
To show how application level dependencies can be evaluated using the state of the art metrics we
decided to use an example driven approach.
In the following we propose a typical Service Computing (SC) scenario where an Application
Service Provider (ASP) exposes a service, implemented by a distributed application, composed
using different services (see figure).
We chose this scenario because it is technology independent, that is it works both in traditional web
application scenario and in a cloud computing SaaS scenario, and it is transnational in nature that is
the best practices to design, implement, deploy and manage such systems are independent from the
country where the ASPs are located.
We suppose the application is
accessible using a standard web
interface. The application logic
composes software modules and
web services running on the ASP
platform or provided by third
parties (other ASPs).
The end user, a Web User (WU),
access the application from a
remote
location.
For
our
evaluation there are no difference
if the user is use mobile devices
Figure 11: The service computing use case
or not.
Each ASP and the end user reside
in independent Autonomous Systems (ASs) and use the global Domain Name System (DNS). We
suppose the autonomous systems are managed by independent Internet Service Providers (ISPs).

6.4.1 The detailed system model
In the system model we propose we will consider the everything-as-a-service paradigm, that is
every functionality exposed by a system to another system or by a system component to another
system component (internal or external the system) is conceived as a service.
As previously introduced the systems considered are the ASP, ISP, WU and global DNS. This
systems are composed of many
components working at different
System Services
Infrastructure
Internet
Application
levels. In the specific we identify:
FLB,
X
X
BLB, SLB
• The infrastructure level, that ASP
FE, BE,
includes hardware and
X
X
X
SS
operating system
DNS, IP,
ISP
X
X
components on which the
DHCP
system relies;
BR
X
WU
SR,
IP,
OS
X
X
• The internet level, that
ROOT,
include the system
TLD,
DNS
X
X
components implementing
ANY,
the IP, DNS and other
AUT
communication protocols;
Table 8: Services and related operation level
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The application level, that includes all the component needed to implement the distributed
application (e.g. the end user service). Here are considered not only the software
components implementing the end user service functionalities but also the platform needed
to run the application (e.g. the JVM or servlet engine or BPEL engine, etc…).
Al the systems we considered of course have components working at infrastructure level and
internet level, while could not have components working at application level. For example the ISP
provide only infrastructure and Internet level services, as the DNS. Table 9 shows the operation
level of the services considered.
In what follow we give a detailed description of the model adopted for the four system considered.
•

6.4.1.1 The Application Service Provider

We suppose the ASP adopts a multilayer architecture, as shown in Figure 12. The components we
consider are the following:
• A front end load balancer node (FLB)
• A pool of front end server (FE) running a http server (e.g. apache httpd)
• A pool of backend servers (BE) running the application server that is in
charge to process and execute the application logic
• A pool of storage and database servers (SS). The DB and storage server
are replicated and synchronized
• A back end load balancer (BLB) in charge to distribute the requests from
the front end to the back end servers (optional)
• A storage area load balancer (SLB) in charge to distribute the requests
from the back end servers to the DB/storage layer (optional)
As shown in the following table, the load balancer components work at internet level, while the
servers work at application level. Obviously all the components rely on a infrastructure we suppose
reside on the same datacenter.
Each server (FE, BE, SS) has different
components grouped in three macro areas:
hardware and operating system (OS),
Networking services (IP routing and DNS),
application logic (the httpd, the application
server, the DBMS etc…).
Summarizing, the ASP components exchange
services as described in the following:
1. The FE offers the http service
to the application or web
service client that can be end
users or other ASP.
2. The BE offers the application
logic service that is, on the
back-end runs the application
logic of the distributed
application and the composing
services. Alternatively or
concurrently on the BE run web
services used by the owner ASP
or other ASPs.
Figure 12: Architecture of the application service
provider
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3. The
4. The
5. The
6. The

SS offers storage and/or database services to the application logic.
FLS offers balancing services to the end user
BLB offers balancing services to the FE servers
SLB offers balancing services to the BE servers

6.4.1.2 The Internet Service Provider and Autonomous System

An ISP controls and manages one or more AS. The ISP infrastructure is composed by many
components offering different services. (see ) For the complexity of the system we directly abstract
the macro services of interest for this study without considering the hardware and software
components used to implement it. We will consider:
• DNS services, for internal usage and offered to ISP customers
• DHCP services, offered to ISP customers
• IP routing services, for internal usage (e.g. of support for DHC and
DNS) and offered to ISP customers
6.4.1.3 The Web User

The web user (see Figure 14) is a web client, and independently from the platform used is
characterized by the following components:
• The web browser
• The stub resolver
• IP routing
• The operating system
The stub resolver offers DNS service to the web browser. The IP routing offer its
service to the stub resolver and also to the web browser. The OS offers its
service to all the other components.

Figure 13: Service managed and offered by an ISP

Figure 14: The web user architecture
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6.4.1.4 The global Domain Name System

The global DNS is a complex, world wide distributed system. It is composed of hundred of
thousands servers all over the world controlled by different entities. Grouped by functionalities we
have (see Figure 15): the Root servers (ROOT), the Top level domain (TLD) servers, the
Authoritative Name Server (ANS) for a specific zone, the anycast Name Server operator (ANY)

Figure 15: The global DNS architecture and model

(e,g, Open DNS, Google DNS, Community DNS, etc…). ROOT and ANY serve the WU, the ASP
and potentially the ISP (if DNS services are outsourced).

6.4.2

Dependencies description

In the following we describe the dependencies of each of the actors we consider, that is:
• Dependencies of the web user on ISP and ASP infrastructure and services
• Dependencies of the web user on Global DNS
• Dependencies of the ISP on the DNS
• Dependencies of the ASP on the ISP, other ASP and the global DNS
The notation we will use is the following. si is the service provided by system i and si={ Si,j } where Si,j
indicates the service j participating in the composition of service s i. Si,j is an internal service of system i. For
example SWU,IP is the IP networking service of the WU. The symbol “→” represent the dependency relation
between si and sj and the expression si → sj means that service sj depend on service si. A service Sij depends
on a service Shk (Sij→Shk) if Sij, to complete its task, needs data, computation or functional support from S hk.
h and i could be the same system, in this case we talk about intra-system dependencies, or could be different
systems, therefore we talk of inter-system dependencies.
Dependencies, on the basis of the detailed classification proposed in the project (Activity 1) are caused by:
• The exchange of data
• The execution of functionalities needed to properly accomplish a task or to support the
execution of a task.
Table 8 show the service we consider and the related notation used in the remaining of the section.
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Service
(extended
notation)
sWU
SWU,BR
SWU,SR
SWU,IP
SWU,OS
sASP
SASP,FLB
SASP,BLB
SASP,SLB
SASP,FE
SASP,BE
SASP,SS
sISP
SISP,DNS
SISP,DHCP
SISP,IP
sDNS
SDNS,R
SDNS,TLD
SDNS,ANY
SDNS,ANS

Notation
(short)
s1
S1,1
S1,2
S1,3
S1,4
s2
S2,1
S2,2
S2,3
S2,4
S2,5
S2,6
s3
S3,1
S3,2
S3,3
s4
S4,1
S4,2
S4,3
S4,4

Description
Web User (WU)
WU browser
WU stub resolver (the DNS service a the WU)
WU IP routing service
WU operating system services
Application service provider (ASP)
ASP front-end load balancing service
ASP back-end load balancing service
ASP storage and database load balancing service
Service exposed by the ASP front-end server
Service exposed by the ASP back-end server
Service exposed by the ASP storage and database server
Internet Service Provider (ISP)
DNS service exposed by the ISP
DHCP service exposed by the ISP
IP routing services exposed by the ISP
Domain Name System (DNS)
Root naming service
Top level domain naming service
Anycast operator Naming service
Authoritative Naming service

Table 9: List of services used in the case study
As mentioned in Section 5.2 system dependencies can be described using a dependency graph. Figure 16
show the inter-systems dependency graph for our case study. Concerning the inter system dependencies is
possible an analogous representation. For example, Figure 17 show inter and intra service relations for the

Figure 16: inter-systems dependency graph for our
case study
ISP and WU.
According to the dependency analysis method described in Section 5.3 , the dependencies of our system are
described by the intra-service relation matrix and inter-service relation matrix shown in the following. (Intraservice relations are shown in Table 10 - Table 13 and the inter-service relationships are shown on Table 14 Table 19).
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Pwu
SWU,BR
SWU,SR
SWU,IP
SWU,OS

SWU,BR
0
1
1
1

SWU,SR
0
0
1
1

SWU,IP
0
0
0
0

SWU,OS
0
0
0
0

Table 10: Intra-service matrix for the Web User

PISP
SISP,DNS
SISP,DHC

SISP,DNS
1
0

SISP,DHCP
0
0

SISP,IP
0
0

1

1

0

P

SISP,IP

Table 11: Intra-service matrix for the Internet Service Provider

PDNS
SDNS,R
SDNS,TLD
SDNS,ANY
SDNS,ANS

SDNS,R
0
1
0
0

SDNS,TLD
0
0
0
1

SDNS,ANY
1
1
0
1

SDNS,ANS
0
0
0
0

Table 12: Intra-service matrix for the Domain Name System

PASP
SASP,FLB
SASP,FE
SASP,BLB
SASP,BE
SASP,SLB
SASP,SS

SASP,FLB
0
1
0
0
0
0

SASP,FE
0
0
1
1
0
0

SASP,BLB
0
0
0
1
0
0

SASP,BE
0
0
0
0
1
1

SASP,SLB
0
0
0
0
0
1

Table 13: Intra-service relation matrix for the dependency ASP

SASP,SS
0
0
0
0
0
0
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QISP,WU
SISP,DNS
SISP,DHCP
SISP,IP

SWU,BR
0
0
0

SWU,SR
1
0
0

SWU,IP
0
1
1

SWU,OS
0
0
0

Table 14: Inter-service relation matrix for the dependency ISP → WU

QISP,ASP
SISP,DNS
SISP,DHCP
SISP,IP

SASP,FLB
0
0
1

SASP,FE
0
0
1

SASP,BLB
0
0
1

SASP,BE
1
0
1

SASP,SLB
0
0
0

SASP,SS
0
0
0

Table 15: Inter-service relation matrix for the dependency ISP →ASP

QDNS,ASP
SDNS,R
SDNS,TLD
SDNS,ANY
SDNS,ANS

SASP,FLB
0
0
0
0

SASP,FE
0
0
0
0

SASP,BLB
0
0
0
0

SASP,BE
1
1
1
1

SASP,SLB
0
0
0
0

Table 16: Inter-service relation matrix for the dependency DNS → ASP

QDNS,ISP
SDNS,R
SDNS,TLD
SDNS,ANY
SDNS,ANS

SISP,DNS
1
1
1
1

SISP,DHCP
0
0
0
0

SISP,IP
0
0
0
0

Table 17: Inter-service relation matrix for the dependency DNS → ISP

SASP,SS
0
0
0
0
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QASPj,ASPi
SASPj,FLB
SASPj,FE
SASPj,BLB
SASPj,BE
SASPj,SLB
SASPj,SS

SASPi,FLB
0
0
0
0
0
0

SASPi,FE
0
0
0
0
0
0

SASPi,BLB
0
0
0
0
0
0

SASPi,BE
1
1
1
1
0
0

SASPi,SLB
0
0
0
0
0
0

SASPi,SS
0
0
0
0
0
0

Table 18: Inter-service relation matrix for the dependency ASP j → ASPi

QASP,WU
SASP,FLB
SASP,FE
SASP,BLB
SASP,BE
SASP,SLB
SASP,SS

SWU,BR
0
1
0
0
0
0

SWU,SR
0
0
0
0
0
0

SWU,IP
1
0
0
0
0
0

SWU,OS
0
0
0
0
0
0

Table 19: Inter-service relation matrix for the dependency ASP → WU

6.4.3

Dependency analysis

The dependency analysis is carried on using the method described in Section 5.3.1 . In the specific
we compute the following dependency indexes:
ID (s i ) , the intra-service dependency value for each service, and
•
ED (si , s j ) , the inter-dependency value for each couple of services.
•
Applying ID (s i ) definition to the set of intra-service relation matrix defined in Table 10 - Table
13 we obtain the following Intra-service dependency values:
Service
sWU
sASP
sISP
sDNS

ID (s i )
5
7
2
5

Figure 17 shows the dependency graph for sWU and can be easy verified that IR measure the number
of internal system relation, that is 5.

86

Figure 17: ISP - WU inter-/intra-system dependencies
Applying the definition of ED (si , s j ) to the set of inter-service relation matrix defined in Table
14 - Table 19 we obtain the values for the inter-service relation, reported in the following table:
Dependency
ED (si , s j )
ISP→WU
ISP→ASPi
ISP→DNS
DNS→ASPi
ASPi →ASPj
ASP→WU

5
6
4
8
8
2

Finally, putting together all the elements, it is possible to obtain the dependency matrix M:

M=

WU
5
2
5
0
0

ASPi
0
7
6
8
0

ISP
0
0
2
0
0

DNS
0
0
4
5
0

ASPj
0
8
6
8
7

WU
ASPi
ISP
DNS
ASPj

The ED values highlight that the ASPi strongly depends on the ISP, DNS and ASPj that constitute the
infrastructure needed to provide the final service to the WU. Also the WU depends more on the infrastructure
that on the final service.
To explain in details what really ED and ID values mean we consider the ISP→WU dependency. Figure 17
shows what are the inter and intra service relation. Red lines represent the chain of dependencies due to interrelation and intra relation. ED(ISP,WU) value represent the number of dependencies chains (without
repetition).
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The last dependency measure we propose is the Cohesion, as defined in Section 5.3.1 the following table
show the results

Service

Cohesion

WU

1.25

ASPi

2.83

ISP

7.66

DNS

7

ASPj

1.16

Cohesion aggregates the inter- and intra-service relations of each service in the system under study. As
expected from the ID and ED values the ISP and DNS, that together constitute the infrastructure on which
rely the other services, show the higher value of cohesion.
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7 Conclusions
In this report we have clarified the definition of metrics as parameters to quantify the strength of
interdependence. In order to provide comprehensible indices metrics have been subject to the
constraints of positivity and unitarity. We have outlined that a single metric can not entirely qualify
interdependence as this concepts depends on the analyzer perspective. In other words, dependence
comes in different flavors related to the different characteristics one wants to measure: effectiveness
of the service; data integrity; confidentiality; promptness and cost of the service. A single index can
not account for all characteristics.
A general methodology has been described to define interdependence indices based on the
definition of any Performance Index and its related QoS. Basically we relate the dependence to the
most disruptive event involving a component of a subsystem. To the best of our knowledge, this
vision has never been explicitly stated and applied before, but it was implicitly underlying all
research activity in the interdependence field. We believe, we have just formalized what was
implicitly agreed.
The first step to the dependence analysis consists into the conceptualization, in several case the
system under inspection can be abstracted to a graph. This represents the topological approach to
the problem, that provides a useful, yet incomplete view of the problem. In the topological approach
all techniques related to of the Graph Theory can be applied and most of the indices introduced in
that discipline represent significant metrics. A general discussion on the topological approach and
an application to the internet present topological configuration and its evolution has been reported.
A discussion on the state of the art of the dependence indices at application level has also been
presented.
Finally some examples of metrics of different types have been presented.
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9 Glossary
Accessibility is a broad term used to describe the capability of a system or a service to be available
to as many user as possible.
ADSL Asymmetric digital subscriber line
Adversity is an unplanned event or condition that challenges the system possibly (or potentially)
disrupting the normal operation.
Attack Intentional execution of a threat by an intelligent adversary
Authentication the process to recognize or confirm an attribute of an entity; typically confirming
the identity of a person or the genuinity of a software.
Authorization is the act to allow access to a system or a resource or to specify limits.
Autonomic is an adjective referring to a system or a component capable of self-managment without
human intervention.
Availability is the Probability of a full operable system (or component) of being operable after
some time t.
Backbone indicates the main set of components (data centers and cable connection) employed by a
ISP to provide its services.
Carrier refers to a public of private entity owing the communication physical infrastructure and
offering telecommunication and transport services.
Confidentiality is a property of information unavailable or disclosed to unauthorized individuals,
entities or cyber processes
Data integrity: Condition existing when data is unchanged from its source and has not been
accidentally or maliciously modified, altered, or destroyed.
DoS denial-of-service
DDoS distributed denial-of-service
DdoS attack: is an attack coming from a wide group of machines aimed at a DoS.
Dependability is a (set of ) numerical index measuring the reliability of a system or a component
as a consequence of its characteristics of integrity, truthfulness, and trustfulness. It represents a
parameter to evaluate the quality of dependence. The dependability may be further qualified by
Attributes: Availability - promptness to provide the correct service; Reliability – capability to
provide continuity of correct service. A typical reliability index is represented by the mean time to a
failure.
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Dependence represents the condition for which a system (or a component) is required for the
functioning of an other system (or component).
Disruption Tolerance is he ability of a system (or subsystem) to tolerate disruptions in connectivity
among its components
DNS Domain Name System is a hierarchical distributed naming system for the Internet or a private
network that translates domain names into ip numerical addresses.
DSL Digital subscriber Line
Ethernet is the commonest standard to build up local area networks.
Function of a system (or component) is the scope it is designed or employed for
Failure is an event for which a system (or a component) does not provide the service it was
designed for.
Fault is a condition (defect) of a system (or a component) design inducing malfunctioning.
Operational fault is a fault due to inappropriate way to operate a system (or component).
Fault-tolerance is the property that allows a system to continue functioning upon the failure of one
or more of its components.
Fault-prevention: capability to design fault free systems or components.
Fault-Removal: the action amend a system (or component) design or real time behavior to
eliminate a flaw.
FTTB (Fiber to the Building)
FTTH (Fiber to the Home)
FTTO (Fiber to the Office)
Gateway is a node of a network equipped for interfacing with another network possibly employing
different communication protocols
Inoperability is the opposite of operability that is the loss of capability to provide a service.
Integrity – absence or marginal presence of system (or component) alteration and the service it
provides.
Internet is the name to refer to the world wide computer network providing information and
communication facilities.
Intranet is the internal network of an enterprise or public administration based on internet
technologie.
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IP (Internet Protocol)
Maintainability – the extent of capability for a system or component to undergo modifications and
repairs.
MTBF (Mean Time Between Failures) Expected value of the time between failures, including the
time to repair. MTBF = MTTF + MTTR
MTTF (Mean Time to Failure) Expected value of the failure density function.
MTTR (Mean Time to Repair) Expected value of the repair time density function.
Operability: is and index representing the percentage of the service that a system (or a component)
is able to provide. Full operability is represented by an unitary value, whereas an out of order
system (or component) has assigned a null oparability value.
OPA Operational-level agreement is a contract or a part of it where the interdependent relationships
between the internal staff of an entity and the supporting group of a service provider are formally
defined and quantified.
Outage is an event when a system is not capable to provide its service. By extension it also
represents the period of time during which the system does not provide the service.
Packet switching is a networking communications technique that allows digital data delivering
regardless of their type of structural organization. Data are decomposed into predefined standard
blocks named “packets” that are possibly gathered and transmitted in the net.
PoP: Point of Presence is an access point to the internet typically referred to an Autonomous
System.
Prevention: Capability to forecast undesired events and to design appropriate measures to mitigate
or get rid of it.
Quality of Service (QoS) is an index measuring to what extent a service satisfy the expected
requirements.
Recovery is the set of (forecast or real time) operations required to obtain proper functioning upon
errors.
Restoration it the set of actions to be implemented to bring the system to its normal functioning
state after an undesired event.
Resilience is the the ability of a system (or component) to withstand and recover from undesired or
unplanned events by applying suitable measures.
Resistence is a measure of the intensity of attacks, failures or accidents a system (or component) is
capable to sustain continuing to provide its service
Router is a physical device devoted to the routing activity.
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Routing is a broad term referring to the process of selecting paths in a network along which to
deliver a commodity. Routing is required for any type o delivering including real transportation of
goods and people. In the ICT sector several different services employ different routing techniques
and strategies and the routing is attributed specific names: the routing for the telephone network is
often named “Circuit switching”; the internet (or other data exchange networks) employ ip-routing
(or simply routing), and for transportation networks one talk of “traffic routing” properly.
Nevertheless most of the terms are usually employed as synonyms.
Safety - absence or a low level of risk for injuries on the user(s) and the environment
Security is the degree of protection against danger, damage, loss, hazards and deliberate attacks.
SOAP Simple Object Access Protocol, is a protocol suite for exchanging structured data, typically
to implement Web Services in computer networks.
SLA service-level agreement is a contract (or a part of it) where the service to be provided is
formally defined and quantified.
SSL Secure Sockets Layer is a cryptographic protocol that provides communication security over
the Internet.
Survivability is the capability of a system (or a component) to provide the service it is devised for
upon attacks, failures or accidents.
Switch is a computer networking device that connects network segments or network devices. The
term commonly refers to a multi-port network bridge that processes and routes data at the data link
layer.
TLS Transport Layer Security is a cryptographic protocol that provides communication security
over the Internet. It employes key exchange, symmetric encryption for privacy, and message
authentication codes to provide authentication and data integrity.
Threat is a foreseen undesired event (deliberate attacks, stochastic faults or natural hazard) that
may induce a malfunction of the system (or component).
Usability is index to measure how easy is to employ a system or a software by the end user.
VPN (Virtual Private Network)
Vulnerability of a system (or a component) is a weakness in its design or operation that allows
malfunctioning upon undesired events: deliberate attacks, stochastic faults or natural hazards.

